PKI1 Service Description

Danske Bank

Application Security Infrastructure
R34AFDS@danskebank.dk

This document describes the PKI service implemented by Danske Bank. The PKI
service enables bank customers to get and manage certificates for use in secure
communication with the bank.
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2. Log of changes

Version Author Date Change
0.1 Mikkel T. Jensen 21.09.2009 | Document created
1.0 Mikkel T. Jensen 23.09.2009 | Revised after review.
1.1 Mikkel T. Jensen 10.12.2009 | KeyGeneratorWDetails element removed from

CreateCertificate and RenewCertificate. SSL encryption of
web services added. HMAC signature on
CreateCertificateRequest replaced by PIN.

1.2 Mikkel T. Jensen 16.04.2010 | Revocation changed to revoke both signing and encryption
cert. Requestld element moved inside actual request elements
(schema change). WSDL changed to only require encryption
of CreateCertificate and RenewCertificate requests.
Reference to ‘Encryption, Signing and Compression in
Financial WS’ added.

1.3 Mikkel T. Jensen 26.04.2010 | Updated example XML.

1.4 Mikkel T. Jensen 27.05.2010 | CRL distribution added. Id attribute on request and response
elements changed to xml:id (schema change). Various
metadata elements added to headers and request elements
(schema changes).

15 Mikkel T. Jensen Additional error codes added.
1.6 Michael Andersen & 05.11.2010 | Bank CA certificate moved from GetBankCertificates to
Lea Troels Mgller Pedersen CreateCertificate and RenewCertificate.

Field “CAID” deleted from input to all operations.
CreateCertificate:
- Added CACert as output
- Changed returncodes, so no extra information is
given about whether a user exists.
RenewCertificate:
- Added CACert as output
- Changed returncodes so general codes are used
- Timestamp removed from output
RevokeCertificate
- CRLReasoncode changed from string to int.
CertificateStatus:
- Removed status “unknown” (now an error).
- CRLReasoncode changed from string to int.
- Added CertificateType to output to indicate signing
or encryption cert
- Added MatchingCertificateSerialNo to output to
identify matching signing/encryption certificate.
GetOwnCertificateList
- Added CertificateStatus to output in order to save an
extra call to CertificateStatus operation
GetBankCertificates:
- Removed input field KeyGeneratorType
- Removed input field Customerld
- Removed output field BankCACert
Added description of format for CertificateSerialNo.
Appendices now only represented by a letter.
Ilustrations of XML structure now before field explanations.
Error codes grouped and updated.
1.7 Lea Troels Mgller Pedersen | 25.11.2010 | Updated description of the customer test environment.
1.8 Lea Troels Mgller Pedersen | 08.12.2010 | Added UTC timestamp requirement.
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1.9 Michael Andersen 14.12.2011 | Added appendix D about a problem with verification of
XML-DSIG signatures in .NET.
2.0 Thomas Malmstrgm 10.07.2012 | Changed GetOwnCertificateList to include revoked and

expired certificates.
2.1 Lea Troels Mgller Pedersen | 15.11.2012 | Name change to Danske Bank.

2.2 Prashanth Rai 22.02.2016 | 6.5 Updated the Environment attribute should be
“PRODUCTION” instead of “production”
2.3 Mikkel T. Jensen 05.12.2016 | Clarified that error responses are not signed. Wsdl and xsd

updated to have local schema references for XMLDSIG and
XMLENC schemas. Type added to
ExceptCertificateSerialNo element in xsd. Undoing faulty
update regarding Environment attribute made in version 2.2.
2.4 Andreja Andric 27.07.2017 | Reformulations of several phrasings according to suggestions
by KIALE
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3. Introduction

This document describes the PKI services implemented by Danske Bank. The services are to be
used by customers for certificate creation and management. The certificates are to be used for
communication with the bank, e.g. to communicate with EDI Web Services.

4. Channels of communication

The services described in this document will be available as SOAP web services. Other channels
may be added later. The web services will be protected by SSL encryption, as well as encryption
applied at the message level.

The web services to be implemented are further described in WSDL file PKIService.wsdl and in the
XML schema file PKIFactory.xsd. The URL of PKI service is:
e https://businessws.danskebank.com/ra/pkiservice.asmx

5. Standards used

The PKI service is based on the following standards:

e XMLDSIG: XML Signature Syntax and Processing (Second Edition).
http://www.w3.0rg/TR/xmldsig-core/

e XML Encryption: XML Encryption Syntax and Processing. http://www.w3.org/TR/xmlenc-
core/

e X.509v3: Internet X.509 Public Key Infrastructure Certificate and CRL Profile.
http://tools.ietf.org/html/rfc5280

e PKCS#10: PKCS #10: Certification Request Syntax Specification Version 1.7.
http://tools.ietf.org/html/rfc2986

e SOAP: Simple Object Access Protocol. http://www.w3.org/TR/soap/

e WSDL.: Web Services Description Language (WSDL) 1.1. http://www.w3.0rg/TR/wsdl

6. About the PKI service

The security used by the bank is based on PKI (public key infrastructure), which is based on public-
private key cryptography. In the bank setup, every customer has two certificates: one for signing,
and another for encryption. When the customer sends files to the bank, customer signs the message
using customer's private key corresponding to the customer's signing certificate. When the bank
sends files to the customer, bank encrypts the message using customer's public key corresponding to
the customer’s encryption certificate. The customer decrypts the message using customer's private
key corresponding to the customer's encryption certificate. Similarly, customer encrypts message to
the bank using bank's public key corresponding to the bank's encryption certificate, while bank
signs message to the customer using bank's private key corresponding to the bank's signing
certificate. Table 1 shows this relationship.

Encryption Decryption Signing Verification
Customer to Bank | Bank’s encryption | Bank’s private | Customer’s Customer’s public

certificate Key private key signing certificate
Bank to Customer | Customer’s Customer’s Bank’s private Bank’s public signing

encryption private Key key certificate

certificate

Table 1. Summary of PKI service
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The certificates are organized in a hierarchy, the root of which is the bank root certificate. The bank
root certificate is a self-signed certificate and it is used to sign the other bank certificates. The bank
certificates are:

e The root certificate. This certificate is self-signed, and is obtained by the customer through
download from the bank homepage. The certificate is obtained in a package signed by
VeriSign, and the customer should verify this signature before trusting the certificate
received in the package. After this, the bank root certificate can be used by the customer
software to verify the other bank certificates.

e The CA (Certificate Authority) certificate. This certificate is used to sign customer
certificates. The bank has several CA certificates, the one relevant for a specific customer
depends on the customers relationship to the bank as well as the mechanism used by the
customer to generate the keys (generated in software or by a hardware security module).

e The encryption certificate. This certificate is used to encrypt messages sent to the bank.

e The signing certificate. This certificate is used to sign messages sent from the bank.

The hierarchy of certificates is displayed in the diagram below.

Bankroot cert

Bank ti
an ecnecrrtyp on Banksigning cert BankCAcertl | ...... BankCA cert N
Customer Customer signing
encryption cert cert

6.1. Certificate distribution and renewal

Every certificate in the hierarchy has a certain lifetime. For the bank root certificate, the lifetime is
ten years. For the other certificates, the lifetime is shorter. Every time a certificate is about to
expire, a new certificate needs to be issued and distributed.

Regarding the customer certificates, the customer must call the RenewCertificate operation in order
to get a new set of certificates. This must be done before the old certificates expire.

Regarding the bank certificates, initial distribution of the root certificate is handled through some
other channel than the PKI service.

Once the customer has a valid root certificate, he uses the GetBankCertificates operation to fetch
the encryption and signing bank certificates. The operation is also used to update the bank root
certificate eventually stored previously by the customer. This is possible, since a new root
certificate is issued well before the old root certificate expires (approximately five years prior to
expiry), which means that the old root certificate and its associated signing certificate can be used to
verify the response in which the new root certificate is received. The CA certificate used for a
particular customer certificate is distributed along with the certificate in the CreateCertificate and
RenewCertificate operations.
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6.2. Certificate status

Each certificate has a status. The status of a certificate can be any of the following:
e Good: The certificate is valid, and will continue to be valid for a reasonable period of time.
Expires soon: The certificate will expire soon, and should be renewed.
Expired: The certificate has expired and is no longer valid.
Revoked: The certificate has been revoked.

The following transition diagram shows the possible transitions between the statuses:

v

o—— Good

Expiressoon

3 3 4

h h 4

Revoked Expired

The bold boxes are final states. The statuses are changed by the following incidents:

Incident number Description

1 The certificate is issued. Prior to this, the certificate does not exist.

2 Time goes by, and the certificate gets sufficiently close to the
expiry date.

3 The certificate is revoked.

4 Times goes by, and the certificate expires.

6.3. The certificate generation process

When a customer needs to create an encryption and signing certificate pair, he generates two
public/private key pairs on his computer. The public keys are placed in PKCS#10 requests, which
are sent to the PKI service, using the CreateCertificate or RenewCertificate operations. The bank
inspects the PKCS#10 requests, and if all goes well, it issues certificates, signs them with the CA
certificate and sends the certificates to the customer. Notice that the private keys of the customer are
never revealed to the bank or to anybody else. Thus, since only the customer has access to the
private keys, only the customer is able to sign documents with the customer signature, and only the
customer is able to decrypt messages encrypted with the customer encryption certificate.

The bank strongly recommends that customers generate and store the keys using a HSM instead of
software. This is because the private keys are much more difficult to steal if they are stored in a
HSM. The CreateCertificate and RenewCertificate operations take as input the source of the keys
(software or HSM). It is up to the customer to set this parameter correctly, since there is no way for
the bank to verify the source of a specific key. The reason the bank needs to know the source of the
key is that certificates based on HSM keys may be granted a longer duration, and that in certain
situations in which bank security is attacked, it can be advantageous to know the source of the keys.
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The customer’s public key has to be 2048 bits long (shorter keys will be rejected). The length of the
bank’s public key is also 2048 bits.

6.4. Bank CRL distribution

The bank distributes a CRL (Certificate Revocation List) of revoked bank certificates. Only bank
certificates will be in the list, while revoked customer certificates will not be found in the CRL. The
CRL is returned as a standard ASN.1 DER encoded CRL according to RFC3280. The CRL is
issued every 24 hours, and is valid for 48 hours. It is the responsibility of the customer software to
regularly fetch the updated CRL, and to validate the bank certificates used in communication
against the CRL.

The CRL will be distributed via http at the endpoint specified in the root certificate.

6.5. Calling the service during development

During integration to the service, it is possible to call some of the operations in a test-mode, which
makes sure no changes are made to the bank database. While working in test-mode, the operations
effectively work in a dummy mode, which means no real certificates are issued, and no revocations
are made. This also means that the return values from operations working in test-mode will be
dummy data.

Test-mode is available for all operations but GetBankCertificate behaves the same in test-mode and
production mode. CertificateStatus and GetOwnCertificateList are safe to call in production mode
in the sense that they do not make any changes to the bank databases. However, test-mode is
provided so it is easier to test that different output is handled correctly.

The operations are called in test-mode by setting the Environment attribute found in the
RequestHeader to ‘customertest’. For CreateCertificate, RenewCertificate, and RevokeCertificate
the Environment attribute must also be set to ‘customertest’ in the operation specific request
element.

When calling the real operations, the Environment attribute must be set to ‘production’ or left out
completely, which defaults to ‘production’.

Operation Behavior in test-mode
All The following is checked for all operations before anything
else:

Compliance with the WSDL and XML schema
Correct signature (when applicable)

Understandable encryption (when applicable)
Uniqueness of Requestld, Customerld, and Timestamp
combined

e Timestamp is neither too old nor too far in the future

CreateCertificate The pin 1234 will give a valid response back. Anything else
gives return code 20.
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RenewCertificate Any PKCS#10 request that starts with “M” gives a valid
response. Any other value in the PKCS#10 request gives return
code 10 suggesting a problem with the PKCS#10 requests.
RevokeCertificate The serial numbers 5169000000001702 and
3379000000001502 will not be found. Anything else gives a
valid response back.
CertificateStatus Any serial number not ending in 01 or 02 will not be found. For
other serial numbers the following statuses are reported:
e Serial number starting with 0: Status “Revoked”. Expiry
date and revocation time are hardcoded.
e Serial number starting with 1: Status “Expired”. Expiry
date will be yesterday.
e Serial number starting with 2: Status “Expires soon”.
Expiry date will be tomorrow.
e Any other serial number: Status “Good”. Expiry date
will be a year from current date.
GetOwnCertificateList 4 hardcoded certificates (2 certificate pairs) are returned. 2 will
have status “Good” and 2 will have status “Expires soon”.
Expiry dates are are formatted identical to those from
CertificateStatus.
Customerld “207161” or Requestld “123456789” gives return
code 11, “User not authorized”.
GetBankcCertificate Same behavior as production mode.

6.6. The Requestld element

Each request element has a sub-element called Requestld. In combination with the Customerld sub-
element and the Timestamp sub-element, this ID should always be unique.

6.7. The Timestamp element

Every request has a sub-element that is named Timestamp. This element contains the time at which
the request was generated. UTC (Zulu) time must be used. Requests with timestamps that differ
more than 10 minutes from the current time will be rejected.

6.8. Regarding digital signatures and encryption
The specifications for XML encryption and XML digital signatures contain some degrees of

freedom as to how the elements inside the encrypted data and digital signatures should be used. The
encrypted data and digital signatures used for the PKI service should satisfy the requirements
described in the document

Encryption, Signing and Compression in Financial Web Services
which can be obtained from the bank. The current version of this document is 2.4.

Example XML satisfying the requirements can be found in appendix B.
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6.8.1. References and id-attributes in signatures

The signature type used in requests and responses is enveloped style. For requests, the signature
must sign the actual request element (e.g. the RenewCertificate element). The remainder of the
request is not signed. In responses, the signature will cover the actual response element (e.g.
RenewCertificateResponse). The remainder of the response is not signed.

In responses from the bank, the signatures will reference the xml:id attribute of the response
element. An example of this is the response found in appendix B. The RenewCertificateResponse
element has the attribute xml:id="response”, while the enveloped signature contains a Reference
element with an attribute URI="#response”. This means that the signature on the response element
can be verified while the response element is inside the SOAP message, as well as in a context
where the surrounding XML has been stripped.

Customers are encouraged to use the same kind of referencing when signing requests, but since
signatures on requests will be verified in a context in which the SOAP message has been stripped
and in which the Request element is the root element, signatures containing Reference elements
with URI="" (whole document) references will also be accepted, provided the signature covers the
actual request element and none of its sibling or parent elements.

7. Operation and message types
The operations and messages are described in a WSDL file (PKIService.wsdl) and an XML schema
file (PKIFactory.xsd). The operations are the following:
e CreateCertificate
RenewCertificate
RevokeCertificate
CertificateStatus
GetOwnCertificateList
GetBankCertificates

For each operation there is a Request element (e.g. CreateCertificateRequest) and a Response
element (e.g. CreateCertificateResponse). The operations share header elements in the form of the
RequestHeader and ResponseHeader elements.

In the next sections, the general aspects of the operations as well as the specific requests and
response will be described.

7.1. Generally about all of the operations
All of the operations use the following message structure:
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soap:Envelope

soap:Header soap:Body

CreateCertificateln

CreateCertificate
Request
(encrypted)
(signed)

RequestHeader

The diagram is based on the CreateCertificate operation, but the structure is the same for all of the
operations. Since the transport used is SOAP webservices, the topmost element is a SOAP
envelope. This contains a SOAP header and a SOAP body. The soap body contains the
CreateCertificateRequest and a RequestHeader. The header contains information such as request id
and environment identification (test, production), while the actual request data are located in the
CreateCertificateRequest element. This element is signed by the sender, and encrypted while in
transit.

The structure is the same for all of the requests, except the CreateCertificateln and
CreateCertificateRequest elements are replaced by other elements (the names match “*In” and
“*Request”). The same structure is used for the responses. For these, the elements named “*In” are
replaced by “*Out”, while the request elements “*Request” are replaced by “*Response” elements.
For responses, the RequestHeader is replaced by a ResponseHeader.

Regarding the use of encryption, messages containing sensitive information are encrypted, while
messages without such content are not encrypted. In this context, sensitive information is requests
for certificates (since they may be based on a secret PIN, and since they may contain a challenge
password to be used for revocation at a later time'). When encryption is used, the relevant request
element is replaced by an EncryptedData element from the XML encryption standard. This element
can be decrypted into the request element using standard tools.

Regarding signatures, most of the messages are signed, since the signatures are necessary to
guarantee that the other party is in fact who he claims to be, and in order to ensure the messages are
not changed in transit. The only request elements which are not signed are the
GetBankCertificateRequest and the CreateCertificateRequest.

! The challenge password functionality for revocation will not be supported in the first version of the
PKIService, but it may be added at a later stage.
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e Regarding GetBankCertificateRequest, the element is not signed since the operation must be
callable in a situation where the client does not yet have a certificate. Since there is nothing
sensitive about the bank certificates, there is no risk in not signing these request elements.

e Regarding CreateCertificateRequest, it is impossible for the client to sign the request using a
certificate (since the client has no certificate when calling the operation). Instead,
authentication is done using a PIN inside the request. The integrity of the request is secured
by encryption.

All of the response elements are signed, except error-responses. The signatures used are enveloped-
style.

All of the operations return ReturnCode and ReturnText elements. If the operation failed, they will
contain information about the error (the elements will be contained in a PKIFactoryServiceFault
element, and there will be no response element). If the operation succeeded, they will be contained
in the response element. PKIFactoryServiceFault elements are neither signed nor encrypted.

The operations that have “CertificateSerialNo” as input or output expect the content of the field
“Serial Number” from an X.509 certificate. The format must be decimal (e.g. 6230000005018301)
and not hexadecimal (e.g. 162226E93FF2BD).

7.1.1. Header content
The RequestHeader element contains the following sub elements:

Sub element Meaning

Senderld String identifying the sender of the request. In some cases, the
Senderld will be identical to the Customerld, in other cases it
may be something else. The customer will be told what value to
use.

Customerld String identifying the customer of the request. The content of
the element must match the content of the Customerld element
found in the actual request element. The customer will be told
what value to use.

Requestld String identifying the request. The combination of Customerld
and Requestld must be unique for 3 months. The content of the
element must match the content of the Requestld element found
in the actual request element.

Timestamp The time at which the request was sent. UTC (Zulu) time must
be used.

InterfaceVersion A string identifying the version of the PKIService. The current
version is 1.

Environment A string identifying the environment. The environments

relevant for customers are:
e production: The production environment issuing
certificates to be used with the banking software.
e customertest. A test environment for customers to use
when they are creating the integration to the PKIService.
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The ResponseHeader element contains the following sub elements:

Sub element Meaning

Senderld The value from the RequestHeader is echoed.

Customerld The value from the RequestHeader is echoed.

Requestld The value from the RequestHeader is echoed.

Timestamp The time at which the response was generated. UTC (Zulu) time
will be used.

InterfaceVersion A string identifying the version of the PKI service. The current
version is 1.

Environment The value from the RequestHeader is echoed.

7.1.2. Faults

If an error occurs during the processing of an operation, a PKIFactoryServiceFault is returned. If
InterfaceVersion is 1, the PKIFactoryServiceFault is wrapped in a normal SOAP envelope.
PKIFactoryServiceFault is not signed. The fault contains the following sub elements:

Sub element Meaning

Senderld The value from the RequestHeader will be echoed, if possible.

Customerld The value from the RequestHeader will be echoed, if possible.

Requestld The value from the RequestHeader will be echoed, if possible.

Timestamp The time at which the response was generated. UTC (Zulu) time
will be used.

InterfaceVersion A string identifying the version of the PKI service.

Environment The value from the RequestHeader will be echoed, if possible.

ReturnCode A code identifying the type of error.

ReturnText A textual description of the error.

AdditionalReturnText | In some cases this element will contain extra information
regarding the error. This element is optional.

A list of error codes can be found in appendix A.

7.2. Specific operations
In this section, the different operations, their parameters and return values are described.

7.2.1. CreateCertificate

The CreateCertficate operation is used if the customer has no valid signing certificate (e.g. the first
time the customer needs to create certificates). The parameters in the CreateCertificateRequest are
as follows:
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Sub element Meaning

Customerld A key identifying the customer. Each customer will be informed
about the value to use.

KeyGeneratorType Information about the mechanism used to generate the keys.
The element KeyGeneratorType should hold the value ‘HSM” if
the keys are generated by and stored in hardware and ‘software’
otherwise.

EncryptionCertPKCS10 | A base64binary encoded PKCS#10 request. The request

contains the public key of the encryption certificate to be issued.
The PKCS#10 specification allows for other attributes, but these
are not used in the resulting certificate. The bank’s existing
information about the customer will always be used.

SigningCertPKCS10

A base64binary encoded PKCS#10 request. The request
contains the public key of the signing certificate to be issued, as
well as other attributes (e.g. name).

The PKCS#10 specification allows for other attributes, but these
are not used in the resulting certificate. The bank’s existing
information about the customer will always be used.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The combination of Customerld
and Requestld must be unique for 3 months.
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Environment A string identifying the environment. The environments
relevant for customers are:
e production: The production environment issuing
certificates to be used with the banking software.
e customertest. A test environment for customers to use
when they are creating the integration to the PKI
service.
If the element is not present, the production environment will be
used.
PIN The PIN code.

All of these parameters except Environment are mandatory.

The return values of the operation are contained in the CreateCertificateResponse element:

B attributes |

———————— bl
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Sub element Meaning
ReturnCode The return code of the operation call. If the code is ‘00’, all
went well. If the code is ‘20’ then any of the following could
have occurred:

- Customerld does not exist

- Customerld is locked

- wrong PIN

- PIN has already been used
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- PIN has expired

- there is no PIN assigned to the user
The reason that these are all covered by 1 code is to avoid
letting out information about whether or not a particular
Customerld exists in the system (prevent systematic exploits).

Other possible return codes are of a more technical nature
concerning SOAP, encryption etc. and are listed in appendix

A.
ReturnText A text describing the status of the method call.
EncryptionCert The base64 encoded customer encryption certificate.
SigningCert The base64 encoded customer signing certificate.
CACert CA certificate that EncryptionCert and SigningCert are issued

under. This will always be issued under the newest root
certificate, which is distributed by the operation

GetBankCertificates.

Requestld String identifying the request. The Requestld from the request
is returned.

Environment A string identifying the environment. The string sent in the
request is echoed back to the customer.

Signature An enveloped signature signing the CreateCertificateResponse

element. The signature is based on bank signing certificate.
The customer should always verify the signature. If the
signature does not validate, the result returned should not be
trusted, and the bank should be contacted.

7.2.2. RenewCertificate

The RenewCertficate operation is used to renew customer certificates if the customer has a valid
signing certificate. The parameters in the RenewCertificateRequest are as follows:
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27-07-2017

B attributes |

________ -
1
1

— See
hetp i 2 org S TR fornl-i
dJ Far

inforrnation
about thiz atthbute,

—Ftnﬂ:l:usmmerltl

RenewCentificateRequest E]—

Fequest ta renew a signing cettificate
and an encryption certificate For the
custorner, The customer is identified
by an agreerent number and a
narne, The requast iz signad with the
custornets ald signing certificate,

—Ftn&:lﬂieyﬁeneratc-rTm:e |

—Ftn*:.:En{:r_',.f]rtionCertPHCM1]' |

—Ftlm:ﬂiuningCenPHCSW |

—Fm*:.:Timestamll |

“tns:Requestld

Sub element Meaning

Customerld See description in CreateCertificateRequest, section 7.2.1.
KeyGeneratorType See description in CreateCertificateRequest, section 7.2.1.
EncryptionCertPKCS10 | See description in CreateCertificateRequest, section 7.2.1.
SigningCertPKCS10 See description in CreateCertificateRequest, section 7.2.1.
Timestamp The time at which the request was generated. UTC (Zulu) time

must be used.
Requestld String identifying the request. The combination of Customerld

and Requestld must be unique for 3 months.

Environment

A string identifying the environment. The environments
relevant for customers are:

e production: The production environment issuing
certificates to be used with the banking software.

e customertest. A test environment for customers to use
when they are creating the integration to the PKI
service.

If the element is not present, the default is “production”.

Signature

An enveloped signature signing the RenewCertificateRequest
element. The signature is based on the customer’s existing
signing certificate. If the signature does not validate, no
certificates will be issued.

All of these parameters are mandatory except Environment.
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The return values of the operation are contained in the RenewCertificateResponse element. This
element is structurally identical to the CreateCertificateResponse element, see section 7.2.1. There
are differences in returncode values (“User not authorized” / ”User Locked” instead of “Wrong

Customerld or PIN™).
El attriputes |

________ -
1
1

http Mg = arg S TR forrl-i
dr For

inFarrnation
about thiz attrbuote,

—F ms:ReturnCode |

RenewCertificateResponse EI—

—Ftnﬂ:HeturnText |

Fezponse o a
RenewCetificateRequast,

—Ftnﬁ:En{:mﬂionCeﬂ

—Ftna:ﬁigningﬂert

—|Et|1$:CACen

“tns:Requestld |

7.2.3. RevokeCertificate

The RevokeCertificate operation is used to revoke certificates. Certificates should be revoked if
they are no longer needed by the customer (e.g. if the customer is no longer a customer in the bank)
or if the private keys of the certificates are compromised. The certificates will be revoked
immediately by the PKI service. Instead of calling the RevokeCertificate operation, it is also
possible for the customer to call the bank customer centre and ask for certificate revocation.

Note: Since the certificates are issued in pairs (one encryption certificate and one signing
certificate), they are also revoked in pairs. This means that if a request indicates revocation of an
encryption certificate, the corresponding signing certificate will also be revoked and vice versa.
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The parameters are contained in the RevokeCertificateRequest, which holds the following sub

elements:
(B sttribates |

. xmikid |

I
htep e o3 org TR fornl-i
df For

inFarmnation
about this attribute,
—Ftns:lﬂeyﬁeneratoﬂm:e |
RevokeCertificateRequest EI— = tns:Customerld
- tnsExceptCertificateSeriallo |
1.40

Sub element Mandatory | Meaning

KeyGeneratorType M Information about the mechanism used to generate
the keys. Can be ‘HSM’ or ‘software’.

Customerld M See description in CreateCertificateRequest, section
7.2.1.

RevokeAll @) This element (if present) indicates that all of the
customer’s certificates (of the type
KeyGeneratorType) should be revoked.

The optional sub element ExceptCertificateSerialNo
can be used to indicate certificates that should not be
revoked.

CertificateSerialNo @) Contains the serial number of the certificate(s) to be
revoked. Up to 10 CertificateSerialNo elements may
be present.

CRLReason @) A reason code describing why the certificates are to
be revoked. The allowed reason codes are listed in
appendix C.

Timestamp M The time at which the request was generated. UTC
(Zulu) time must be used.

Requestld M String identifying the request. The combination of
Customerld and Requestld must be unique for 3
months.
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Environment M A string identifying the environment. The
environments relevant for customers are:

e production: The production environment
issuing certificates to be used with the
banking software.

e customertest. A test environment for
customers to use when they are creating the
integration to the PKI service.

If the element is not present, the default is
“production”

Signature M Enveloped signature signing the
RevokeCertificateRequest element. Must be based
on the customers signing certificate.

One of the RevokeAll or CertificateSerialNo elements must be present.

The RevokeCertificate operation returns a RevokeCertificateResponse element, which contains the

following sub elements:
=] attributes |

pxmbid
] Ses
heep i = org TR ml-i
df Far

inForrnation
about this attvbute,

—Ftns:ﬂeturnl:cr{le |

RevokeCertificateResponse EI—

—Ftns:ﬂeturnTe:-rt |

—Fms:ﬁenificateﬂerialﬂ-}

L —T

1.0

[:: —Ftns:ﬂewcmimﬂime|

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00’, all went
well. The possible return codes are listed in appendix A.

ReturnText See description in CreateCertificateResponse, section 7.2.1.
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CertificateSerialNo Serial number of certificate revoked. There will be one
CertificateSerialNo element for every certificate revoked.

RevocationTime The time from which the certificates is invalid. UTC (Zulu) time
will be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Environment A string identifying the environment. The string sent in the request
is echoed back to the customer.

Signature An enveloped signature signing the RevokeCertificateResponse

element. The signature is based on bank signing certificate. The
customer should always verify the signature. If the signature does
not validate, the result returned should not be trusted, and the bank
should be contacted.

7.2.4. CertificateStatus

This operation is used to get the status of a number of certificates. The idea behind the operation is
that the customer software should automatically call it regularly (e.g. every day) to check, if the
certificates should be renewed. It is also possible for the customer software to look inside the
certificate to see the expiry date, but some customers may find it easier to call the service. The
CertificateStatusRequest element has the following sub elements:

B sttrivutes

pxmbid
1 See
http i 2 org TR fml-i
d) Far

infarrnation
about this atthbute,

CertificateStatusRequest E]— |'ms:HeyGenerat0rTy1:—e |
—Ftns:l:&rtiﬁcﬂteﬂerialllﬂ ]
1.10
_@E'_—Fms:l:usmmerld |

—Ftns:Timestamp
. Etnﬂ:Hequesﬂ{I |
‘- 1atls:Signature

Sub element Meaning

KeyGeneratorType Information about the mechanism used to generate the keys. Can

be ‘HSM’ or ‘software’.
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CertificateSerialNo The serial number of the certificate. Up to 10 CertificateSerialNo
elements can be present.

Customerld See description in CreateCertificateRequest, section 7.2.1.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature Enveloped signature signing the CertificateStatusRequest
element. Must be based on the customers signing certificate.

All of the sub elements are mandatory.

The operation returns a CertificateStatusResponse element, with the following attributes:
B attrivutes

.........

See
hitp sl a2 org TRl
df For

infarmnation
abiut this attribute,

Ftns:ReturnCode
Fitns:ReturnText

——————————————

tns:CertificateStatusType

Ftns:CertificateSerialllo

|
|
|
|
|

Certificate StatusResponse EI—

—Ftns:MatchingCertiﬁcateSerialIlo |

B attributes
tn=:CertificateStatus J—E)El— -t s 1 P
ns:good L o expiryDate !
LT R A IR ECEEEEERE
B attrivutes

|

|

|

|

| (et BB E
| [nexpived &
|

|

|

|

|

tnsrrevoked [ .

Etlm:Tinlestanlp
k Elnt‘.:F!equestl(l

................

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00’, all went
well. The possible return codes are listed in appendix A.
ReturnText See description in CreateCertificateResponse, section 7.2.1.
CertificateStatus Element holding the following sub elements:

o CertificateSerialNo: The serial number of the certificate.
e CertificateType: either “signing” or “encryption”
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e MatchingCertificateSerialNo: If CertificateType is
“signing” then this field contains the serial number of the
“encryption” certificate (and vice versa).

e Status: element containing one sub element, see the
description in the following table.

Timestamp A timestamp indicating at what time the status was taken. UTC
(Zulu) time will be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature An enveloped signature signing the CertificateStatusResponse

element. The signature is based on the bank signing certificate.
The customer should always verify the signature. If the signature
does not validate, the result returned should not be trusted, and
the bank should be contacted.

The Status sub-element within the CertificateStatus element contains one of the following sub
elements:
Sub element Meaning
good The certificate status is good. The element has an attribute called
expiryDate containing the time of expiry.
expires_soon The certificate is still valid but must be renewed. The element has
an attribute called expiryDate containing the time of expiry.
expired The certificate has expired. The element has an attribute called
expiryDate containing the time of expiry.
revoked The certificate has been revoked. The element has two attributes
e revocationDate containing the time of revocation. UTC
(Zulu) time will be used.
e CRLReason containing the reason for revocation. The list
of possible values can be found in appendix C.
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7.2.5. GetOwnCertificateList

This operation returns the list of serial numbers of all certificates with the following statuses :
“good”, “expires soon”, “revoked” and “expired” owned by the customer, including their statuses.
The list includes all certificates issued to the customer of type “KeyGeneratorType”.

The format of the list is similar to that of the operation CertificateStatus.

The GetOwnCertificateListRequest element contains the following sub elements:

B attrivutes |

________ -
1
1

— See
http s = arg S TR forl-i
d For

infarmnation
abaut thiz attrbute,

GetdwnCertificateListRequest EI—

—Fms:HeyGeneramrTmle

—Fms:l:ustcrn'n&rlil |

_@B_—Fms:ﬁmestamp |

Etn.s:m&ql.u&stltl |

1
1
1
1
L

Sub element Meaning

KeyGeneratorType Information about the mechanism used to generate the keys. Can
be ‘HSM’ or ‘software’.

Customerld See description in CreateCertificateRequest, section 7.2.1.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature Enveloped signature signing the GetOwnCertificateListRequest
element. Must be based on the customers signing certificate.

All of the sub elements are mandatory.
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The GetOwnCertificateListResponse element contains the following sub elements:

Sins:ReturnText
s

tns:CertificateStatusType

‘ tns:CertificateSeriallio
GetOwnCertificateListResponse $— = —
‘ tns:Certificate Type

Tt ingCertifi iallo |

_______________________ B attriputes
-- tns:CertificateStatus
| Sgeeuugeiypgioyiegegpupu : Ea. tns:good [ 1 expiryDate !

5
. B attributes

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.
ReturnText See description in CreateCertificateResponse, section 7.2.1.
CertificateStatus See description in CertificateStatusResponse, section 7.2.4.
Requestld String identifying the request. The Requestld from the request is
returned.

Signature An enveloped signature signing the
GetOwnCertificateListResponse element. The signature is based
on bank signing certificate. The customer should always verify
the signature. If the signature does not validate, the result
returned should not be trusted, and the bank should be contacted.

7.2.6. GetBankCertificate

The GetBankCertificate operation returns the newest bank certificates. The operation is used to
keep the bank certificates kept by the customer up-to-date. The customer software is supposed to
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automatically call the service at regular intervals and update the bank certificates stored by the
customer.

In order to be able to verify the signature on the response, it is necessary for the customer to have a
valid bank root certificate. Since the root certificate will also be updated over time, it is also
included in the reply.

The operation is not supposed to be used in situations where the customer does not have a valid
bank root certificate. In such situations the customer must obtain the bank root certificate by other
means (maybe on a CD obtained from the bank, the exact mechanism for initial root certificate
distribution is yet to be decided).

The GetBankCertificateRequest element has the following sub elements:

=] attributes |

________ -
1
1

1 See
http s w2 arg S TR fornl-i
I Far
infarmnation
about this attrbute,

GetBank CertificateRequest EI—

Etn. s:BankRootCentificateSeriallo

Elllﬂ:Til‘ll-&St’ﬂl‘l‘lp

Elllﬂ:H-&ﬂll-&sﬂ{l

Sub element Meaning

BankRootCertificateS | Serial number of the newest bank root certificate known by the

erialNo customer. The parameter is necessary in order for the bank
software to identify the signing certificate to sign the response.

Timestamp The time at which the request was generated. UTC (Zulu) time
must be used.

Requestld String identifying the request. The Requestld from the request is
returned.

All of the sub elements are mandatory.
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The GetBankCertificatesResponse element contains the following sub elements:

B attributes |

-------- A
1

i
] Ses
http S w3 kg S TR frl-i
di Far
inFornation
about this attribute,
—Fmﬂ:ﬂeturm:mle
GetBankCertificateResponse EI—
Response to a GetBankCerificate request, _Ft s-PaturnText
Contains the relewant bank certificates, 0 urn’e
—Ftnﬂ:ﬂankEn{:rmﬂionCert
—@E——Fum:ﬂanhﬂiuningten
—Flllﬂ:ﬂﬂllkﬂﬂi}tceﬂ
Elllﬂ:ﬂ-&ﬂllesﬂ(l |

Sub element Meaning

ReturnCode The return code of the operation call. If the code is ‘00°, all went
well. The possible return codes are listed in appendix A.

ReturnText See description in CreateCertificateResponse, section 7.2.1.

BankEncryptionCert The newest base64 encoded bank encryption certificate issued
under BankRootCert.

BankSigningCert The newest base64 encoded bank signing certificate issued under
BankRootCert.

BankRootCert The newest base64 encoded bank root certificate.

Requestld String identifying the request. The Requestld from the request is
returned.

Signature An enveloped signature signing the

GetBankCertificatesResponse element.

The customer should always verify the signature. If the signature
cannot be verified, the result returned should not be trusted, and
the bank should be contacted.

In addition to verifying the signature itself, the certificate used
should always be checked against the root certificate indicated in
the request.

The bank certificate used for signing is included in the signature
block and is the newest bank signing certificate issued under the
customer’s current root certificate (indicated in the request).
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It is not necessarily the same as the certificate in the field
“BankSigningCert”. This will be the case when a new root
certificate (and corresponding tree) exists.
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Appendix A: Error codes

The following is a list of error codes and descriptions of the error.

General errors (shared between operations):

Error Code Description

00 No error. Operation went OK.

01 Malformed XML.

02 Invalid signature.

03 Decryption error.

04 Signing certificate expired.

05 Encryption certificate expired.

06 Missing signature.

07 Schema validation error.

08 Signing certificate not valid or trusted.

09 Input error.

10 Other backend error.

11 User not authorized.

12 User locked.

99 Unknown error.
CreateCertificate:

Error Code Description

20 Wrong Customerld or PIN (or other PIN error)
RevokeCertificate:

Error Code Description

30 Some certificates could not be revoked (revoked certs are listed).
GetBankCertificates:

Error Code Description

40 Unknown root certificate serial number.

Additional error codes may be added at a later time.
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Appendix B: Example XML

a. RenewCertificateRequest example

This appendix shows the process of building a request to the PKI service. The examples have been
modified in order to improve readability.

The five XML documents in this example are distributed along with this document as well as
examples for the other operations in the PKI service.

The content of the PKCS#10 requests in the requests does not match the certificates returned. Note
also that the content of the certificates should not be taken as representative of how the real
certificates will look.

I. Unsigned request element
The following is an example RenewCertificateRequest. The request is neither signed nor encrypted.

<tns:RenewCertificateRequest xmlns:xe="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:xd="http://www.w3.0rg/2000/09/xmldsig#" xmIns:tns="http://danskebank.dk/PKI/PKIFactoryService/elements"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService">

<tns:Customerld>360817</tns:Customerld>

<tns:KeyGeneratorType>software</tns:KeyGeneratorType>

<tns:EncryptionCertPKCS10>MIIBnTCCAQYCAQAWXTELMAKGALUEBhMCUOCXETAPBgNVBAOTCEOYQ3J5cH
RVMRIWEAYDVQQDEwIsb2NhbGhvc3QxJzAIBgkghkiGOwOBCQEW GGFkbWIuQHNIcnZIci5leGFtcGXILmRvbTCBnzAN
BgkghkiGOWOBAQEFAAOBjQAWGYKCgYEArlnYY1Qrll1ruB/FgICRrr5nvupdIN+3wF7q915tvEQoc74bnu6b8lbbGRMhzd
zmvQ4SzFVEAUMMuUTHeybPq5th7YDrTNizKKxOBNqE2KYuX9X22A1Kh49s0JJFg6kPbOMUgiZBiMIvtb7K3CHfgw5Wa
gWnLI8Lb+ccvKZZI+8CAWEAAaAAMAOGCSqGSIb3DQEBBAUAA4AGBAHpPoRp5Y S55CZpy+wdigQEw]L/wSluvo+Witpv
POYoBMJu4VMKeZi405R7080EwiPdIrrliKNknFmHKIaCKTLRcU59ScABADEIWUzgmUzP5Cs6jrSRo3NKfg1lbd09D1K9rs
QkRc9UrvImRBIsredGnYECNeRaK5R1yzpOowninXC</tns:EncryptionCertPKCS10>

<tns:SigningCertPKCS10>MIIBXjCByAIBADAfMQswCQYDVQQGEwWJIGSTEQMA4GALIUEAXMHZXQgbmF2bjCB
nzANBgkghkiGOWOBAQEFAAOBjQAwWgYKCgYEANn4fmoxL7BUtZAcj710XjvhIshYJRg4ggYe76Mmtmkm7xEJv2gGLOESY
glaJJauGncFMKo3/00KJ92XVDAWZg6SYj5¢cXnsQR3rDo699occzvLuu7UuaNcXw3sd4GtfdoPveKQCbhKpp9xXPCydFp9
SyT7WAk2L268euedUC4g938CAWEAAaAAMAOGCSqGSIh3aDQEBBQUAAAGBABwWuUrQs6f7Ue6YONhYPfdWo3gBRXnB
0/d3Wt2yil2NkFwizbq/ZsJOwDQ7W4Dg9hRndROjOZTmnYeNKRSJOYHzGrLbgZto7mezdNsW2QL56CsdAh7U7]Yo40f
gdTyc8XQmnsYbspRShV28gOkKgfQCZ3A/0AYKkmICEC83ZhkG+1o</tns:SigningCertPKCS10>

<tns:Timestamp>2010-05-20T12:20:19Z</tns: Timestamp>

<tns:Requestld>398</tns:Requestld>
</tns:RenewCertificateRequest>
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ii. Signed request element
This is an example in which the RenewCertificateRequest has been signed:

<tns:RenewCertificateRequest xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmIns:xe="http://mww.w3.0rg/2001/04/xmlenc#"
xmlins:xd="http://www.w3.0rg/2000/09/xmldsig#" xmIns:tns="http://danskebank.dk/PKI/PKIFactoryService/elements">
<tns:Customerld>360817</tns:Customerld>
<tns:KeyGeneratorType>software</tns:KeyGeneratorType>

<tns:EncryptionCertPKCS10>MIIBnTCCAQYCAQAWXTELMAKGALUEBhMCUOcXETAPBgNVBAOTCEOYQ3J5cHRVMRI
WEAYDVQQDEwWIsb2NhbGhvc3QxJzAIBgkghkiGOwOBCQEWGGFkbWIuQHNIcnZIci5leGFtcGXILmRvbTCBnzANBgkghk
iGOWOBAQEFAAOBjQAwWgYKCgYE
ArlnYY1Qrll1ruB/FgICRrr5nvupdIN+3wF7q915tvEQoc74bnu6b8lbbGRMhzdzmvQ4SzFfVEAUMMUTHeybPqg5th7YDrTNi
zKKxOBNgE2KYuX9X22A1Kh49s0JJFg6kPb9MUQiZBiMIvtb7K3CHfgw5WagWnLI8Lb+ccvKZZI+8CAWEAAaAAMAOGC
SqGSIb3DQEBBAUAA4GBAHpPoRp5YS55CZpy+wdigQEwjL/wSluvo+WijtpvPOYoBMJu4VMKeZi405R7080EwiPdIrrlikKNk
nFMHKIaCKTLRcU59ScA6ADEIWUzgmUzP5Cs6jrSRo3NKfglbd09D1K9rsQkRcOUrvOmRBIsredGnYECNeRaK5R1yzp
OowninXC</tns:EncryptionCertPKCS10>

<tns:SigningCertPKCS10>MIIBXjCByAIBADAfMQswCQYDVQQGEWJIGSTEQMA4GA1UEAXMHZXQgbmF2bjCBnzANB
gkghkiGOWOBAQEFAAOBjQAwgYkCgYEAn4fmoxL7BUtZAcj710XjvhJshYJRg4ggYe76Mmtmkm7xjEJv2gGLoESYglalJa
uUGNcFMK03/00KJ92XVDAWZg6SYj5cXnsQR3rDo6990cczvLuu7UuaNcXw3sd4GtfdoPveKQCbhbKpp9xXXPCydFp9syT7W
Ak2L.268euedUC4g938CAWEAAaAAMAOGCSqGSIb3DQEBBQUAA4GBABwWUrQs6f7Ue6YONhYPfdWo3gBRXnBo/d3Wt
2yil2NkFwizbg/ZsJOwDQ7W4Dg9hRndROjOZTmnYeNKRSJOYHzGrLbgZto7mezdNsW2QL56CsdAh7U7jY040fgdTyc8
XQmnsYbspRShV28gOkKgfQCZ3A/0AYKkmICEC83ZhkG+1o</tns:SigningCertPKCS10>

<tns:Timestamp>2010-05-20T12:20:19Z</tns: Timestamp>

<tns:Requestld>398</tns:Requestld>

<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>MAP9g0eCY8ah366faedlYLzOMew=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>wKhf9oFFwSCQwD1Cz5kcjJWghInS5vAXW xpdu+fMi5M8029Y4e TaGBx/C/vx/zihs2ldcus+viLb
etMFnmFFdzZRgXGZHPNjA3KsQz4573HK3Kd7wv6Hwr1MAibjNsa6//0NUnbhg2hHDmuzOwHeb86ocDcNx4bEsC
YcPBPG6uO0=</SignatureValue>

<Keylnfo>
<X509Data>

<X509Certificate>MIIDdzCCAI+gAwIBAgIHBMQuUU/N3CTANBgkghkiGOWOBAQsFADCBKEQMA4GALA0i/
OjA2A7QSF6KPZNuU6LZIBYy7gDKujpihc8vPutPMXyvgT7zoelLBgroPZodCgB++y01mocC8ywIDAQAB
01IWUDAfBgNVHSMEGDAWgBRc1ZAUHzhAuhRy3UBGM;j0llgOdozAdBgNVHQ4EFgQUGNg9ncto
QO0Zh09gUvNneZdMaw2lwDgYDVROPAQH/BAQDAgbAMAOGCSqGSIb3DQEBCWUAA4IBAQBVY?2
ZKbkLzLChIMnb40+3sGSiikQycoClclowJ14HisDKKgpYeGWMmamaGZEKVFI9Y+gHI6ZNvtO20yyv
JrISPBhK/RJAOLSrSolgEgal5UoDIxgPo5zu+dguN57g47JsrQGOhFVBIItKKOy2whcGe8Qhlbjnunib
mLOXdSgmJ4a6GzPR+YIWu+Lag7tCii+1pYMSh1bWF5h3N9MLZ+851Av5TJI8407FLnbBypRkOdkH
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dKAYE70cJGI975ImDWaHQOU98AA2/RQfQzDdvsvEONNRpJUu98x9AMIzZBGsSOiFTd4y/X9ql/4roftj/9
Swu73ayFvkO2T6/tWPAHJINsJ9</X509Certificate>
<X509IssuerSerial>
<X509IssuerName>serialNumber=611262282230102, OU=Danske Bank, O=Danske Bank
Group, ST=Denmark, L=Copenhagen, C=DK, CN=DBGCADB</X509IssuerName>
<X509SerialNumber>1799000000001801</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</Keylnfo>
</Signature>
</tns:RenewCertificateRequest>

The example uses the standard entire document enveloped signature reference (<Reference URI="">),
and the signature covers the RenewCertificate request element.

It is also allowed to use an id attribute (eg: id="G972dd040-2D") on the RenewCertificateRequest
element and a reference in the signature pointing to the id (eg: <Reference URI="#G972dd040-2D">).

lii. Encrypted request element
In the next example, the signed RenewCertificateRequest has been encrypted:

<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc"/>

<dsig:Keylnfo xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey Recipient="name:DanskeBankCryptCERT">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:KeylInfo>
<dsig:X509Data>
<dsig:X509Certificate>MIIDmDCCA0CgAwWIBAgIFAQjonrMwDQYJKoZIhveNAQELBQA
wgcQXEDAOBgNVBAMTBORCR1JPT1QxCzAJBgNVBAYTAKRLMRMWEQYDVQQHEW
pDb3BlbmhhZ2VuMRAwDgYDVQQIEwWdEZW5tYXJrMRowGAYDVQQKEXFEYW5za2U
gQmFuayBHcm91cDEaMBgGA1UECXMRRGFuc2tlIEJhbmsgR3JvdXAXGDAWBgNVBA
UTDzYXMTI2Mjl4AMTEzMDAWMTEJMAcGALUEBBMAMQkwBwWYDVQQEWAXCTAHBg
NVBAWTADEIJMACGALUEERMAMB4XDTEWMDgWNTEYMDAWMFOXDTEXMTEXOTEy
MDAwWMFowgZkxETAPBgNVBAMTCERCRONSWVBUMQswCQYDVQQGEWJESZETM
BEGA1UEBXxMKQ29wZW50YWdIbjEQMA4GA1UECBMHRGVubWFyazEaMBgGA1UE
ChMRRGFuc2tllEJhbmsgR3JvdXAXGJAYBgNVBASTEURhbnNNrZSBCYWS5rIEdyb3VwM
RgwFgYDVQQFEwW82MTEyYNjlyODQOMzAWMDMwgZ0wDQYJKoZIhveNAQEBBQADgY
SAMIGHA0GBAKIp7a01sKY9GeLvi3ilenNTCXRNEF5rM+lyFkeOf4cGI9AAfrqQLM5zESsc
6swUIVgiPoHhaupdnHhJSV1Ckq7ru9KHImwvLIc9melKj4O1fbM5gYSKDOrgqEjKVHIcq
deRIBILGj90AZfeuQVEXpxto/qbE3stwK/11SP55GeeBAgED0OAWP]ARBGNVHQ4ECQI
REJHQ1JZUFQwGQYDVROjBBIWEIAOwsbEwW/b2wvb39ff1xcQwDgYDVROPAQH/BAQD
AgQWMAOGCSqGSIb3DQEBCWUAA4IBAQCaYHHemIJ5¢BfSZ1XdbtjTLC41591Ngf5Nu
0+nRaF8zKCo0J2M44m9EC7ecNMLwyCm+4pZYlatePhBJQH3ScGVhbg2EVb1B3WDfB
Ki8BBMEDS5nGS9PLQOb2gERPHW0x3XFhJoN2wWyowZqYfLZPR3h/3au6TICGfInCL5
9lefd998Ae1K7Qbj9/KcAjDWUXcdmzxgG5sbHgW8jHPiUmm8ecPxghF+4Q60cgN2Ny1
9hsh9ugaPAJRIgpVGscfinwMECgvyU/8dWJ1Qe3a+Rmmj6buS/K+6AA4xiguGBOE9w/b
AX6csygMnPg44ylaNPiMPUNsf/Zzsj9tnpEyFNNN/w12</dsig:X509Certificate>
</dsig:X509Data>
</dsig:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>aNMQTnDcsF/TIPWRcl7CHVIYVYyTEdHBXBOI3kBI3hYG2alz2ex6ugNDF2
2MTA9YMC/R3jhEBSSAjytLoFB8CoD3U6hVFnIv/in202QjrKt2t8DVu33w5K71ImMFYV084IFmg
EbpzplFS7K3LMOOMNdKngH7mzx5bOROII+b/Jbik=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:KeyInfo>
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<xenc:CipherData>
<xenc:CipherValue>AxAGIbMMCIrSiNY/6 XfOp80t+vPjcCpJAKfOE3R7PkAbdPny4MOeSCU1b+Hf00J6ub
e0dhFO6LijbHEVvmMzsIm9fJOBFtc5p3hb0znVCqTDNN3c7yKR6IxnQft+y/S2k5rdHi0+9fFzY9yzAg1XCXH
ZQaC3grm8CsPqoMhWYAqAFkdIAak3HIMDXbgLFZvdiCSj9Kp7LzwjXZ30Zcl/sTzVbGgseOOW 7v2h9liw
kGVuHZe/EO8AgKwhZ2R5gEJIgCZi/BKFFIH7dAByUalL4D1egvj3jntjBDI2aZAHDmMGvvGSbjyM5t2cqarLY
HmX/wJpf52QoWWHtfaSphlU62mMV945bPR/07tWwWejSyM4K2p3vDqv4FihmOtsdzpczO5WLzrhkKmu2
SNnKyrinP3Dsuugb35Xk31AG+FNrT6J113szww6iMDPQhjQBJIgpKT3RNKJINMsqu8Vai2TUYWI9B/anMR
6cmirl/AQ4A/4TZJII9DXF0J6t86UI0IMBCmM52jmphj75i+lyw3UZ7g0O+9Bx+CnokUxyYg2wnoBgLA51iLB3zC
50TKbynQCLFWDa9LArOzaFrkiewVLL/82Bjj9e+cfwE3TMK2Y(qgz+iT7d2YMTV+HpiDgLOyqSyefAOeVIV
WKACuU570zVI1660qT4pk0Qs5xq0btodA+mDRQpijfGam3ImjgEtIBWUDTPUS0jX+P7e/TWQACITXVJiUyH1y
3gT6c5Qin6ggE60EVZ/OSHI7UQ6Iuu/TSGNOVWUQhVWHVauGyJwHdfPsKppLfAZMeNyc9dZpBmeGu5/
VtOwrzwBDTDybxjxoSv+sHSU/FAXItAWjo5]N4QinKyAPh83PSHQP28nh8BexnRk+8M1yA5zXB7na6QrAs
2sN15yvOJrzQhgVJIDMjkYm3M88PMtcsu7fkkk8 TK7ejTXmuQI1HhefDEQWWIK+715QmjXirimn82dE/Erp
Cbpgo7TtirNh4WPu01nSEKyR0jgh2TzG23CZThfbUJs72FZJAZ1alt5DGGbj4jeeqBfgSKNMPczWxjv1/XjE
2f8vm5Dr7mLx2833/2NB7nWDM4zALIGUApa9GcgIR4vr+rr+h4qclDSFqsVoyCTXZ6b4YL6KV1In7GH+YH
NPZ8MgWMo3HbdojuPQG4J1uceNtY/9MRhYLkfSmIvIKU70yOilBtZzEprlSOcEmIZMhzIKolGsIFUEsdN
6PPALIM2dYe+phWSYDHH75eXkn3BEg5HhH+HC1VUuBaHEbokuQ+BvRXNgGv70XoDSFIvc2toGvPjY/
gWkKtVeYVcgBiwodcql8PUup80wbF6gx7jagLonjzHnABjI00bfZeaSsycQj+4rJvXBcx2blthfMumrvk27frxiF
BLJEKHOtbGtbfBM1um+X2pHSLotbtevdwVv050QoB51p3Hm6m9a93Joef56lhxUHyxbAc5Kf1Jeh53UD4I8
OpJB8QXHC4D5+nAMoSk5X1Dpdx6aEGrnE23yGPPn7XESykll4gkfgCInVeVgWLTNNneC/m99023iL1p31t
Vck7eP65a30C90q0zgvTmvORZAU4EJbI4APY J4zyINwWOZgKDpFUyGLDtJuQiKMsrfUwg/n3tHDtiPFV20tFh
Rmkpal6y+Y5ZGDIgSBJtQ49/P4vFn+GhmytPNezhBLIZIprelUdxkZeNVgDgA2yZZa6 CWP/YpP8xInZReW
A65fai8KYsSNNIArpbP3yHKj2XFzU3S23eVONMrS1gltVQ+nGP2B05nEXOG6u9Y|DVeSVH6ZkDg+4QVLJ
5st31fbrmjCV9u7bjLI+V0o4WRGZz2LUvQdt6/Wf0onLRSAKPrBmHINSAdPpYMCcRA2/N7SA/IPM+yNk4+jyWf
ySpDZnx04r2r651Guli540Ra0F+H3wPrYcv7VXQo0yGWKVyYJInTq96E03ieEPgsVX9KtOhKrdh+53CM/FDjp
K/HslyF5s8+AqZTRfcfYO1qrOssEJdDtK3pWyAMbtRVIMBHIOR3w93vSMHzEhudwTHisgNThCrz9qymhzZz
1ca03IMQeOXnJHR5EVIiUVMxS/fCQN1TIRNEzwItPCHSTs9wp5LSzhoDKGYJ2y39NG780s7uecMSyF
U6bucKOhilmP+np4PBDzslrxy2Qm59aGMPsLmMv2qGQ4tg3BpGR5ns9SbA24/7jVdvOYWAOAGRR5+Yp5N
5H6F0QCrOmUigduHPg7XavmTX8YVGpWB/WJIpexqD0oQ3CrzwnCscyOH3huv6geMrY8Bro/xXWn9EALtIJ
wWP9ABTA8A7XSBR5/07aghmjgwFIMDOSEWMX/FKYp5f7zvDvV7nhIFpSATs2AlInuZMei+b2H2JDHQMS+W
1/QdJ2DcDrXiuPIFE40GIWzsZzk4qoX4GGRhH1gZyLJCcYODCNOUwrAll+rw4U45G7MSHSteDveJ8qd/
1IHWSVMYjFmM4NV/Ca91FI3951hGUcz5aQuvrblwfaM81cjYpgXi33XnVIGOXgtr5tXbSMIghlgZA9VEboOyFa
++XYBO+XZnL3UYXcknxQRxYPFKaWJJCCS7aRbpVFMEzSyUPRev8VSrdZxeiUwQ9zWEps3uK3IFLBg
YT5YNFW/bGUPsezsuHW3zpz4E61ZNzBsxQulxF755+BjPMgYDQ/Mgs4KozYYcJzGjaeBIA2HzpwLo+0z
ZPRw7Yonfylegs5SaDay+IX50Jps0kp0tHUB8tsRvdkGo8yZcKPY4d9jNZI4Hc1kecz+K/WuXx3Tnll7Ob9EK
hRTY9a/+Jh3RXFgwrHBhdGdOThbWiMjy38KzwlyF8ZmFOdkm8meMuscsFQN3bewTcFbUgACGGCXRA]
S0e7fe8CXqgUBt8faTvuXFtHfIN3TFsyJEp89XGfPRBEW5sTjV2n6wlH2zEN4dj9Zkkdqglwh8kalL2JD4A510
MLXEngkv/w3kgPE3MK1RXWzLTrS/D/rLvLmGHc2XzsGawnQdC2kBuLgbVTNWhb8FOGrbIXX84INAO7gz
w/uifMQSpU3jEv++xsZDBUMEptKGEIJcOoMgoTjqtuvOxFp3+Kn+I8IRCA0Iz+/SzrL5THCYXHGBFmMzF90
alDWOwfShym0ODkhsk9y8Ky9YfEfY lafTayKy1BL/4iQOgNvJaaTcUXe4LT97vkLWtSCAOXbZdhOTHQxfm4
gVzrWRjnrOjPBWL4zeAl/JkXUvfOygZeEPI6Mm+rdFQvQa58Umdyc4au5gip2NTAGHW z6h1QOjdN+r4llyw
8jCG6fnvCUTZ5LPVVvJu6bnjAedillireV+2ghqLh8y4WZ+KNoMwuUujEuGufXYr+DrdagAyV4lgyOo4dYtbXtIX
1A3hp24d0XN2hZEFWMJ7PEJKTKOtgHNWWH77HnplwoTXLDWJUYFdn3umf2ct1Ph5JUEL4R0ZIBKQ1p2
baTZLhPH804NF4cyz5R0BnewrNd60zKECRCQAYj8xpvGQOCc5WsScMPbjndRrESR/MTQR5SMt30DiOy
SyaX+v+G4haEzSb/PITI5Ilij20Djcw2IXwPS+g8ny5WPmpc+AQjPjzTGU84QcfgRFANaVEfGEda++cyvKFT
Fcu9kXKP1vMdiBCgn/jq71vr TOMleAWVwdOgY 1uly5p7JIxVoPp0+q1XmOd8HRbTo7waxBeaT0dOw2rbazj
NWXRz5b+CZhejitmi9flG6r0t9053Ik8QRLOHSAuokwFI9XWGJjuYVCewcOIf6fD1WcLwVqdrpygNJOVXW
55vVHQXOZCsw/Ir24iSdS7KFgNK3KztxI3tKHn/udn25hddtP 1bbbglrOWCMazj5Q8aRCKjerykl31fmNc1imBG
7pKAPFL55NGdabAlgFibgleuRf+O0Uma+bYAsMYvkc2H4Pj86doglSyZI8oUejCIC/IESyh5yTB+ucH+z+8
k6dMRjUccYeYP3rwKCBUOQp3zRMu55MSAITqV3uEIWNpoWY6RCmiUgL319uwaw8NGy4AlaEf4M1Ku
N8/Q3aZYNFIQP7KOB1A2UZrH6fhcZBFAkyUh/FLroO5Rcxp5JWNIr/jZiONU/cG3yE6W 7zIbugvGIl+XNV91/
yh/IKKTTBCZXmpDdUjXfSjNU50GV79TDpEIKBeY40MOQX1a4LPATa7hMRKjwnLEKKSwrgj6kUJctkhOcU
YjbDv3a/S1bN8CTZxqsHFes4MrY6zzZ2WutUCaCuF3GI1FoAH7ughJol1P8CdK1op9oPhin66BG1s9/IBE6
AVp+ei2BX1IwNtCpWaP/xwDXZYGJIPBEv6pzW rINtj8p794C67LsmjCKqUwcAn013FHWICILJozkU2vRFw
hgb1s3mvmcTmoMsrfhWpliLCO3GK20QD9AWPbH2500MjFPhwfCkZH2EtaYoFIZfAexhAkqQOfWQQFHKI
5vK+JIxI7bR2QmZovD4b/ebTsk69ytzsiRmyGamCPkCQKSyp+RE3bk9ypsZ04zjw226iAzhsrwuLIHLSGjhF
xNZ4h97gBKOIfmQPil8Nvd6MF5TeUal8ELv7HzPP45cOx1IRfAEygMOJENPJe0xbUbKU4ENY6fwmgc214d
JqVokifjFgp09ttyt6 FQh/WnOd+d7aeQmwifSIzeFhjJLGROJyWkjM4Uirsja78tW 1PHbn5QkVNNnYCbu8YowlE/
N7nd/1fXwLMWcCC8ledCdgrjF73rjHiK8amSYV3A/i2MgEh6K/ccWOhLEM{6YzN4wVpK4lzVAdcO+UxcB8
DSizkKkMNhme9KCNIRLUF4cZnHTHI5LsofY8oRLkmxg/71rL8e0JYjQ9zCuoAWNvVt7M2B7uM1TYRwfIWh
W1EIhAHIbIFMMOZukBQ+AN67LdJ9tnylCYsV7eoEfdajww+ttEMuYgNrpzjawgtkY6wR70b5mFIkOONgLC
Bss/NeZ/nYQTOoxF77jR46reHAMW olwxEch2Eb7/RyWdHu61VXZbIEQ9HTzUa4ftZ5IxSKdMbxH9gFAcry0
NzW QeFygbarjvkk5kumcsCJIK51xeScJdnafyUWDuGNKksOLVSuMknfHWDRO+JXCW54A5sHy20iwil TW
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nyajO8gMrtOUySYyR5PBDd/pzledmlf++TdAls7BboBUtQN1HNhtyIN6WWzW CluK2cxMgeohOprFYGLEKI
aDs05EbnAGVDHWOF4A7uPIF1IVXOPLXSmw7HKSPIai2TKu5BTQ1byNGuVaeshPsuGpsw70Y7nLF4DM
svBUQi2DgVf5cnBoWBWL0oJQWK5TT5egklbiCpDGZ2gsBvIBvWOAmMIMOMOHT/gdYIHOJHmMIndKUe+xkw
9gOtF7xgDOX0WzPNORd7k2+MWLTXxLNaakUTOKkgeoFqWTI20Uy3ylxce5pDFay9cdOEFG4Ew/dwV2a
GPhVgcrbjEEykH4H9TQapTJ31CUCIXGKGOBP+FoPEr/Y</xenc:CipherValue>

</xenc:CipherData>

</xenc:EncryptedData>

iv. SOAP request

Next, the encrypted RenewCertificateRequest is inserted in a SOAP message, where the
RequestHeader is also added:

<?xml version="1.0" encoding="1S0O-8859-1"?>
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService">
<soapenv:Header/>
<soapenv:Body>
<pkif:RenewCertificateIn>
<pkif:RequestHeader>
<pkif:Senderld>360817</pkif:Senderld>
<pkif:Customerld>360817</pkif:Customerld>
<pkif:Requestld>398</pkif:Requestld>
<pkif:Timestamp>2010-05-20T12:20:19Z</pkif: Timestamp>
<pkif:InterfaceVersion>1</pkif:InterfaceVersion>
<pkif:Environment>test</pkif:Environment>
</pkif:RequestHeader>

<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-
cbc'"/><dsig:KeyInfo xmlIns:dsig="http://mww.w3.0rg/2000/09/xmldsig#"><xenc:EncryptedKey
Recipient="name:DanskeBankCryptCERT"><xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
1_5"/><dsig:KeyInfo><dsig:X509Data><dsig:X509Certificate>MIIDmDCCA0CgAwIBAgIFAQjonKH
ImwvLJIc9melKj401fbM5gYSKDOrqEjKVHIcqdeRI8ILGj9OAZfeuQvEXpxto/gbE3stwK/11SP55
GeeBAgED0OAWPJARBgNVHQ4ECgQIREJHQ1IJZUFQWGQYDVROBBIWEIAOwsbEwW/b2wvb3
9ffixcQwDgYDVROPAQH/BAQDAgQWMAOGCSqGSIb3DQEBCWUAA4IBAQCaYHHemIJ5cBf
SZ1XdbtjTLC41591Ngf5Nu0+nRaF8zKC0J2M44m9EC7ecNMLwyCm+4pZYlatePhBJQH3ScG
Vhbg2EVb1B3WDfBKi8BMEDS5nGS9PLQOb2gERPHW 0x3XFhJoN2wWyowZqYfLZPR3h/3au
6TICGfINCL591efd998Ae1K7Qbj9/KcADWUXcdmzxgG5sbHgW8jHPiUmm8ecPxghF+4Q6ocgN
2Ny19hsb9ugaPAJRIgpVGscinwMECgvyU/8dWJ1Qe3a+Rmmj6buS/K+6AA4XiguGBOE9wW/bA
X6csygMnPg44ylaNPiMPUnNsT/Zzsj9tnpEyFNNN/w12</dsig:X509Certificate></dsig:X509Data><
/dsig:KeyInfo><xenc:CipherData><xenc:CipherValue>aNMQTnDcsF/TIPWRcl7CHVIYVyTEdH
BXBOI3kBI3hYG2alz2ex6ugNDF22MTA9YMC/R3JhEBSSAjytLoFB8CoD3U6BhVFnIv/n202QjrKt
2t8DVu33w5K71ImMFYV084IFmgEbpzplFS7K3LMOOMNdAKngH7mzx5bOROII+b/Jbik=</xenc:
CipherValue></xenc:CipherData></xenc:EncryptedKey></dsig:Keylnfo><xenc:CipherData><xe
nc:CipherValue>AxAGIbMMCIrSiNY/6XfOp80t+vPjcCpJAKfoE3R7PkAbdPny4MOeSCU1b+Hf0
0J6ube0dhFO6LijbHEVVmMzsIim9fJOBFtc5p3hb0znVCqTDNN3c7yKR6JIxnQft+y/S2k5rdHi0+9fF
zY9yzAg1XCXHZQaC3grm8CsPgoMhWYAgAFkdIAak3HIJMDXbgLFZvdiCSj9Kp7LzwjXZ30Zc
I/sTzVbGqseOO0W 7v2h9liWkGVuHZe/EO8AqKwhZ2R5¢gEJIgCZi/BKFFIJH7dAByUaL4D1egvj3jn
tjBDI2aZAHDMGVVvGSbjyM5t2cgarL Y HmX/wJpf52QoWWHtfaSphlU62mMV945bPR/07tWwW ej
SyM4K2p3vDgv4FihmOtsdzpczO5WLzrhkKmu2SNnKyrinP3Dsuugb35Xk31AG+FNrT6J11Jszw
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wBiMDPQhjQBJIgpKT3RNKJINMsqu8Vai2 TUYWI9B/anMR6cmIrl/AQ4A/4ATZII9DXF0JI6t86UIOI
m8Cm52jmphj75i+lyw3UZ7g0+9Bx+CnokUxyYqg2wnoBgLA51iLB3zC50TKbynQCLFWDa9LAr
OzaFrkiewVLL/82Bjj9e+cfwE3TMK2Yqgz+iT7d2YMTV+HpiDgLOyqSyefAOeVIVWKACuU570zVI6
69 T4pk0Qs5xgq0bt0dA+mDRQpijfGam3JImjqEtIBWUDTPUS5S0jX+P7e/TWQACITxVJiUyH1y3qT6c
5Qin6ggE60EVZ/OSHI7UQ6Iuu/TSGNOVWUQhVWHVauGyJwHdfPsKppLfAZMeNyc9dZpBme
Gu5/VtOwrzwBDTDybxjxoSv+sHSU/FAXItAW]o5jN4QinKyAPh83PSHQP28nh8BexnRk+8M1yA
5zXB7na6QrAs2sN15yvOJrzQhgVIDMjKYm3M88PMtcsu7fkkk8TK7ejTXmuQI1HhefDEQWWIK
+7150QmjXirlmn82dE/ErpCbpgo7TtirNh4WPu01nSEKYR0jgh2TzG23CZThfbUJs72FZJAZ1alt5
DGGbjdjeeqBfg5KNMPczWxjv1/XjE2f8vm5Dr7mLx2833/2NB7nWDM4zALIGUApa9GcglIR4vr+rr
+h4gc1DSFgsVoyCTXZ6b4YL6kV1n7GH+YHNPZ8MgWMo3HbdojuPQG4J1luceNtY/9MRhYLk
fSmIvIKU70yOi1BtZzEprlSOcEmIZMhzIKolGsIFUESdNE6PPALImM2dYe+phWSYDHH75eXkn3
BEg5HhH+HC1VUuBaHEbokuQ+BvRXxNgGv70XoDSFIvc2toGvPjY/gWkKtVeYVcqgBiwodcql8P
Uup80wbF6gx7jaqLonjzHNABjI00bfZeaSsycQj+4rJvXBex2blthfMumrvk27frxiFBLAEKHOtbGtbfB
Mlum+X2pHSLotbtevdwVv050QoB51p3HmM6mM9a93Joef56IhxUHyxbAc5Kf1Jeh53UD4180pJ8
QXHC4D5+nAMoSk5X1Dpdx6aEGrnE23yGPPn7XES5ykll4gkfqCInV6VAWLTNnneC/m99023iL
1p31tVck7eP65a30C9q0zgvTmMVORZAU4EJIbI4APY J4zyINWOZgKDpFUYGLDtJuQiKMsrfUwg/n
3tHDtiPFV20tFhRmkpal6y+Y5ZGDIqSBJtQ49/P4vFn+GhmytPNezhBLIZIprelUdxkZeNVgDgA2
yZZa6CWP/YpP8xInZReWA65fai8KYsNNIArpbP3yHKj2XFzU3S23eVONMrS1gltVQ+nGP2B05
NEXOG6uU9Y]DVeSVH6ZkDq+4QVLJ5st3IfbrmjCVu7bjLI+Vod4WRGz2LUvQAt6/WfOonLRSAK
PrBmHON8AdPpYMcRA2/N7SA/IPM+yNk4+jyWfySpDZnxo4r2r651Guli540Ra0F+H3wPrYcv7V
XQo0yGWKVyJInTq96E03ieEPgsVX9KtOhKrdh+53CM/FDjpK/HslyF5s8+AqZTRfcfyO1qrOssEJ
dDtK3pWyAMbtRVIMBHOR3w93vSMHzEhudwTHisgNThCrz9gymhZz1cao3IJMQeOXnJHR5E9
ViilUVmxS/fCQN1TIRNGzwItPCHSTsOwp5LSzhoDKGYJ2y39NG780s7uecMSyFUBUcKOhilmP
+np4PBDzslrxy2Qm59aGMPsLmv2qGQ4tq3BpGR5ns9ShA24/7jVdvOYWAOAGRR5+Yp5N5H6
FOQCromuUiqduHPq7XavmTX8YVGpWB/W JlpexqD00Q3CrzwnCscyOH3huv6geMrY8Br0/xWn9
EAtIJWPOA6TA8A7XxSBR5/07aghmjgwFIMDOSEWMX/FKYp5f7zvDvV7nhlFpSATs2AInuZMei+b2
H2JDHQMS+W1/QdJ2DcDrXiuPIFE40GJIWzsZzk4qoX4GGRhH1gZyLICcYODCNOUwWrALl+rw
4U45G7MSHSteDvcJ8qd/IHWSVMYjFmM4NV/Ca91FI3951hGUcz5aQuvrblwfaM81cjYpgXi33Xn
VIGOXgtr5tXbSMIgblgZA9VEboOyFa++XYBO+XZnL3UY XcknxQRxYPFKaWJJCCS7aRbpVFM
EzSyUPRev8VSrdZxeiUwQ9zWEps3uK3IFLBgYT5YNFW/bGUPsezsuHW3zpz4E61ZNzBsxQu
IXF755+BjPMgYDQ/Mgs4KozYYcJzGjaeBIA2HzpwLo+0zZPRw7Yonfylegs5SaDay+IX50Jps0k
pOtHUB8tsRvdkGo8yZcKPY4d9jNZI4Hc1kez+K/MWuXx3Tnll7Ob9EKhRTY9a/+Jh3RXFgwrHBhd
GdOThbWiMjy38KzwlyF8ZmFOdkm8meMuscsFQN3bewTcFbUgACgGCXRAjS0e7fe8CXqguUB
t8faTVUXFtHfIN3TFsyJEp8IXGfPRBEWSsTjV2n6wlH2zEN4dj9Zkkdglwh8kalL2JD4A5lomLXEn
gkv/iw3kgPE3MK1RXWzLTrS/D/rLvLmGHc2XzsGawnQdC2kBuLgbVTNWb8FOGrbIXX84INAO7
gzw/uifMQSpUS3jEv++xsZDBUMEptKGEIJcOoMgoTjqtuvOxFp3+Kn+I8IRCAOQIz+/SzrL5THCYXx
HGBFmMzF90alDWOwfShymODkhsk9y8Ky9YfEfYlafTayKy1BL/4iQOgNvJaaTcUXe4LT97vkLW
tSCA0XbZdhOTHQxfm4qVzrWRjnrOjPBWL4zeA/lJkXUvfOyqZeEPIEMm+rdFQvQa58Umdyc4au
50Ip2NTAGHWz6h1QOjdN+r4llyw8jCG6fnvCUTz5LPVvJu6njAedtldireV+2ghgLh8y4WZ+KNo
MwuUujEuGUfXYr+DrdagAyV4lgyOo4YtbXtIX1A3hp24dOXN2hZEFwWMJI7PEJKTKOtgHNWWH77
HnplwoTXLDWJIUYFdn3umf2ct1Ph5JUEL4R0ZI8KQ1p2baTZLhPH804NF4cyz5R0BnewrNd60O
zKECRCQdY[8xpvGQOCc5WsScMPbjndRrE9R/MTQR5SMt30DiOy5yaX+v+G4haEzSh/PITISIij2
oDjecw2IXwPS+g8ny5WPmpc+AQjPjzTGU84QcfgRFANaVEfGEda++cyvKFTFcu9kXKP1vMdiB
Cgn/jg71vrTOMleAwVwdOgY 1uly5p7JxVoPp0+q1XmOd8HRbTo7waxBeaT0dOw2rbazjnWXRz
5b+CZhejitmi9flG6r0t9053Jk8QRLOHSAuokwFI9XWGJjuYVCewcOIf6fD1WcLwVgdrpygNJOV
XW55vHQXOZCsw/Ir24iSdS7KFgNK3KztxI3tkKHn/udn25hddtP 1bbbglrOWCMazj5Q8aRCKjerykl
31fmNc1mBG7pKAPFL55NGdabAlgFibgqleuRf+O0Uma+bYAsMYvkc2H4Pj86doglSyZI8oUej
CIC/IESyh5yTB+ucH+z+8k6dMRjUccYeYP3rwKCBUOQp3zRMuU55MSAITqV3UEIWNpoWY6ERC
miUgL319uwaw8NGy4A1aEf4AM1KuUN8/Q3aZYNFiQP7KOB1A2UZrH6fhcZBFAkyUh/FLroO5Rc
Xp5JWNIr/jZiONU/cG3yEBW 7zlbugvGIl+XNV91/yh/KKTTBCZXmpDdUjXfSiINUSOGV79TDpEIKB
eY40MOQX1a4LPATa7hMRKjwnLEKKSwrqgj6kUJctkhOcUYjbDv3a/S1bN8CTZxgsHFes4MrY6z
zZ2WutUCaCuF3GI1FoAH7ughJol1P8CdK1op90PhIin66BG1s9/IBE6AVp+ei2BX1IwNtCpWaP/x
wDXZYGJIPBEvV6pzW1rINtj8p794C67LsmjCKqUwcAN013FHWICILJozkU2vRFwhgb1s3mvmcT
moMsrfhWp1liLCO3GK20QD9AW Pb2500MjFPhwfCkZH2EtaYoFIZfAexhAkqQOfWQQFHKISVK
+IxI7bR2QmZovD4b/ebTsk69ytzsiRmyGamCPkCQKSyp+RE3bk9ypsZ04zjw226iAzhsrwuLlIHL
SGjhFxNZ4h97gBKOIfmQPil8BNvd6 MF5TeUal8ELV7HzPP45cOx1IRfAEygMOJENPJeOxbUbKU4
ENY6fwmgc214dJqVokfjFqp09ttyt6 FQh/WnOd+d7aeQmwfSizeFhjJLGROJyWkjM4Uirsja78tW 1
PHbn5QkVNNYCbu8YowlE/N7nd/1fXwLMWcCC8ledCdgrjF73rjHiK8amSYV3A/i2MgEh6K/ccW
OhLEMf6YzN4wVpK4izVAdcO+UxcB8DSizkKkMNhme9KCNIRLUF4cZnHTHI5LsofY8oRLKkmxg
/71rL8e0JYjQ9zCuoAWNvVt7M2B7uM1TYRWIIWhw1EIhAHIbIFMMOZukBQ+AN67LdJ9tnylCYs
V7eoEfdajww+ttEMuYgNrpzjawgtKY6wR70b5mFIKOONgLCBss/NeZ/nYQTOoxF77jR46reHAM
WolwxEch2Eb7/RyWdHu61VXxZbIEQ9HTzUa4ftZ5IxSKdMbxH9gFAcryONzW QeFygbarjvkK5ku
mcsCJIK51xeScJdnafyUWDuGNKksOLVSuMknfHWDRO+IXCW54A5sHy2o0iwil TWnyajO8gMrt9
UySYyR5PBDd/pzledmlf++TdAls7BboBUtQN1HNhtyIN6WfWzW CluK2cxMgeohOprFYGLEKla
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DsO5EbnAGVDHWOF4A7uPIFIVXOPLXSmw7HKSPIai2TKu5BTQ1byNGuVaeshPsuGpsw70Y
7nLF4DMsvBUQi2DgVf5cnBoWBWL0oJQWK5TT5egklbiCpDGZ2qsBvIBvWOdmIMOMfOHT/gd Y]
H9JHmMINdKUe+xkw9qOtF7xgDOX0WzPNORd7k2+MWLTxLNaakUTOKkgeoFgqWTI20Uy3ylxce
5pDFay9cdOEFG4Ew/dwV2aGPhVgcrbjEEykH4H9TQapTJ31CUCIXGKGOBP+FoPEr/Y</xenc:
CipherValue></xenc:CipherData>
</xenc:EncryptedData>
</pkif:RenewCertificateln>
</soapenv:Body>
</soapenv:Envelope>

v. SOAP response
The next example shows a SOAP response to the RenewCertificateRequest:

<soapenv:Envelope xmins:xd="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:elem="http://danskebank.dk/PKI/PKIFactoryService/elements"
xmins:pkif="http://danskebank.dk/PKI/PKIFactoryService" xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<RenewCertificateOut xmIns="http://danskebank.dk/PKI/PKIFactoryService">
<pkif:ResponseHeader xmlns="">
<pkif:Senderld>360817</pkif:Senderld>
<pkif:Customerld>360817</pkif:Customerld>
<pkif:Requestld>398</pkif:Requestld>
<pkif:Timestamp>2010-10-21T10:36:57Z</pkif: Timestamp>
<pkif:InterfaceVersion>1</pkif:InterfaceVersion>
</pkif:ResponseHeader>

<tns:RenewCertificateResponse xml:id="response" xmins=""
xmins:tns="http://danskebank.dk/PKI/PKIFactoryService/elements">
<tns:ReturnCode>00</tns:ReturnCode>
<tns:ReturnText>OK</tns:ReturnText>

<tns:EncryptionCert>MIIDfzCCAmegAwIBAgIHFqCSXpMUsjANBgkghkiGOWOBAQsFADCBmMjE[TEIIMQYjIb7W+ytwh34MOVmoFpy5fC2/nHLYymWZfvAgMBAAGjU]BQMB8GA1UdIwQYMBaA
FA7mcPtCSqVAKvVGKBOmMdxNijbSOjMBOGA1UdDgQWBBSz1omIL7EVQOwWKwWDA1OrfacnMbT
TAOBgNVHQ8BAfSEBAMCBDAWDQYJKoZIhveNAQELBQADggEBAIbgwk+wdC/q01ckSOZKH
XKIS3WKwu+TYcTZIj6mfSYmh2/mESDEPQM6XZTgpDVgGggwhnAfk6hp3GJI60wWHLRA4tG6jhH
+RcJ6kK011b6fVgsqQATJIRhqlkW400kBtTd+33xg3cQbwiXU5Sbu5aOckReN/ELigyxwtWcl+TW
fC7TKWWvz+Y7zLg3wE1u3xiQjGEvmdcqlrzl+7UEr4dKqSuwlHEb2VGpNF20A4HaGtwdtvxZGwC
6IM2gnN7dFZFTjr/DSMduo57ZoXomfw6W TQgGoQdEVrB4nH{IVpEjh5/11s38QyPqR7dfnQaQy
WC1giWLBJIp/gpXUTS1t3DNN4SCg8w=</tns:EncryptionCert>

<tns:SigningCert>MIIDfzCCAmegAwIBAgIHFqCSXpMUsSTANBgkghkiGOWOBAQsFADCBmMJEQ
MA4GA1UEAXMHREJHU1dESZELMAKGA1IUEBhMCREsXEzZARBgNVBACTCkNvcGVuaGFnZ
W4xXxEDAOBgNVBAgTBORIbm1hecmsxGjAYBgNVBAOTEURhbnNNrZSBCYWS5rIEdyb3VWMRww
GgYDVQQLEXNEYW5za2UgQmFuayBEZWS5tYXJrMRgwFgYDVQQFEW82MTEyNjlyODc3MzA
XMDEwWHhcNMTAXMDIXMTAzNjU3WhcNMTIXMDIXMTAzNjU3WjCBIDEmMMCQGA1UEAXMdSE
FOUyBQLKhBTINFTiBPRYBKWVRURSBIQU5TRU4xCzAJBgNVBAYTAKRLMScwJQYDVQQK
Ex5FU0JKRVJIHIFhYWFhYWFhYWFhYWCAgICAgICAgIC4XNDAYBgNVBAUTKINFLUSSLOR
BQKE6MDAXNDk4MTkxOC1BR1I6NjYwNjgOLVVTUjozNjA4MTcwgZ8wDQYJIKoZIhveNAQEBB
QADgYOAMIGJA0OGBAJ+H5gMS+WVLWQHI+YNF474SbIWCUYOIIGHU+{JrZpJu8YxCh9oBi6B
OWICGIiISWrhp3BTCqN/zqCifdl1QwWMGY OkmI+XF57EEd6w60OvfaHHM7y7rulLmjXF8N7HeBrX
3aD73ikAmygafcVzwsnRafbMk+1gJNiQuvHrnnVAulPd/AgMBAAGjUBQMB8GA1UdIwQYMBaA
FA7mcPtCSqVAKvVGKBOmMdxNijbSOjMBOGA1UdDgQWBBS38hNojcGbpBiymGelaurAdfarvzA
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OBgNVHQ8BAfSEBAMCBsAWDQYJKoZIhveNAQELBQADggEBAKEAKXRzHtRtHUBCRTWJIO

KEfUwePD4H2FSSRFcLIaCGQpXEXXPKcN8EkK151Y SsDseLMxFgqRzyMWjvbh6/NeCoVSuJyDiT
VFAZBbQOY5JunD+txcWJIBpYcWKhxKJdkOShhFDgfoLJUPeDJW SjHTsJINLxgls+cJjPKPmab/
5EVHC80DsErsCyi81jbTcjOyuKVzIUpWzIGouHH4jBJRhSJ8T++EG2yBBKnPOruadSRfXH20M
iwitHNquUH4c9KyDhki+VZC/rBOU05+qcO9trDhzF6EIEcPUuZMtfXnMOWhFrbszLoY5KWC/PFQ

wzrRun7yozt018yoKZVKoTJeH86yMSo=</tns:SigningCert>

<tns:CACert>MIIEFzCCAv+gAwIBAgIFAc+WvjUwDQYJKoZIhveNAQELBQAwWgZgXxEDAOBgNV(qEuU5fiMZAi1loFEO8YAKCDLUGopbkY+d2KULgxFK2blwHi3m0jOwuZGiw4ELeChGCcELsOp
CT/0JU5mR3dFHbRs3HBgWmuFwJIKvWHNZeNAMrCWEUWqwlx4MjQRHRGIL0TfTNgPrd7zy
TfyRO+GPy1INXHWWZroBUc9j540NX9pV6x835WedHdo80UxImjCilruClzsMAXYtvsC3d9xgk9o
LNFIVPRe2fTs07ECAQOjZjBKMB8GA1UdIwQYMBaAFLU6Gie9kUC8x5CDLauuTRJIBL35qYMB
0GA1UdDgQWBBQO5nD7QkqglQCrxigdIncTYo020tizAOBgNVHQ8BAfSEBAMCAQYWEQYDVR
0TAQH/BAgwBgEB/WIBADANBgkghkiGOWOBAQSFAAOCAQEAQPCpPOH39g88CZZurq0kS760z
BVRILZ3V8S0+IYi0dmMCfTpW/gnEzMGn+NIHOvgkm5C2VaHCdbEzZPsvv4cx2YrgpsF8x+Ts
6W2r3VvVjOdve5u00j1CK/ONwaqUI5p4SxRCfnv6sSh6 TwxhJF/zESIHXLdyWdJf+NkXsATE6Q
B4ZjgaGw1NcvhnDUvbbfUZ1zOTIf7+wUpfCNCJi0T1sFvI88nYkVoQmVWQFS7Kwj+kwQ1ILfn
p/1xbycrt1XNxZ8SkRDAWOJARYO0fS/C007/1t/SB2ePrY/g0U8ZWi0B60dT5isGNpLOKzhD5YG;j
bKGesC9GEnhmhLoawXU7b4Wcw==</tns:CACert>

<tns:Requestld>398</tns:Requestld>

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>8WvTVnotSArLIzo1zpU50dy+okQ=</DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>uQs1fv2Sw60Yb3rqRXQUdwIZ26PQMdphsKmCMDD2/k9Cw8DqVxcSC9I1
U2IK2ZDbmwfmeCpfeSwWRs2qNXX8ILrz7zHungsWjulUgD9MEaTa8HJIJWAOKhCG7gwtmG9OWAI
i1ZCcQMquKiMOXuXttlg2moY Tkw60kS/JR9dGDgWiHUU=</SignatureValue><Keylnfo><X509D
ata><X509Certificate>MIIDIjCCAN6gAwWIBAgIFAMaulFMwDQYJKoZIhveNAQELBQAwgCcQXED
AOBgNVBAMTBORCR1JPT1QxCzAJBgNVBAYTAKRLMRMWEQYDVQQHEwpDb3BIbmhhZ2V
UMRAwWDgYDVQQIEWdEZW5tY XIrMRowGAYDVQQKEXFEYW5za2UgQmFuayBHcm91cDEa
MBgGA1UECXMRRGFuc2tlIEJhbmsgR3JvdXAXxGDAWBgNVBAUTDzYXMTI2Mjl4AMTEzMDAwW
MTEJMAcGALUEBBMAMQkwBwWYDVQQQEWAXCTAHBgNVBAWTADEJMACGA1UEERMAMB
AXDTEWMDgWNTEYMDAWMFoXDTEXMTEXOTEyMDAwWMFowgZgxEDAOBgNVBAMTBORCR
1NJR04xCzAJBgNVBAYTAKRLMRMwWEQYDVQQHEwpDb3BIbmhhZ2VuMRAWDgYDVQQIEwW
dEZW5tYXIrMRowGAYDVQQKEXFEYW5za2UgQmFuayBHcm91cDEaMBgGALUECXMRRGF
uc2tllEJhbmsgR3JvdXAxGDAWBgNVBAUTDzYXMTI2Mjl4MzMzMDAwMzCBNnTANBgkghkiG9
WOBAQEFAAOBIwWAWgGYcCgYEAYYTGJIXapryzzumxcBXxqSANwPPETUGg9EMIOXdovgEvyM8
2wWwNWrCjj2jWDdKssL2N//S2GktgkFOfgC4R38UVKM6W GOBsKoTrnJ3WIS+JIjHIdCLBAN3ZKI8
ZfkugXqTJ+ACLLaliYFXwHCyyViy6e5RQY2XKG6jIVh699J2pZUCAQOjPzAIMBAGA1UdDgQ
JBAJEQkdTSUJOMBKGA1UdIwWQSMBCADSLGXxMP29sL29/X39cXEMA4GA1UdDWEB/WQEAwW
IGWDANBgkghkiGOWOBAQSFAAOCAQEAK+ZwVkaEo6FdLdn+xDNT14f8raNoo/xzQ0Qj2Z9W
XTvsWIeIMNMPIBMROsUKpKr4rxOLG4gSHp5YUtT/rBcp4gxC60qol1EzI20ezcqUu3gq9M9gdM
AYgot79FjqG6rp+bsr77stwalgl+I5qFEz+PWDhLRgohWKP+r/ZS0j0n6X6gTLa/cGCRr2pPK2KJ
9i4hd85tySuUbMaBkXE1mywCBJe6JyhfUQpQFLmMJI7kSFaBQLDAQZP2iQn2KkREZz60d1c39ds
TzSGvHfusD8gVdbNS4+sPXxM4SocKXSTXwaN131tigbzDANnsmg4TGQmcexRadalwYhg7ZE
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g4510YYwrw==</X509Certificate><X509IssuerSerial><X509IssuerName>postalCode=, title=,
GN=, SN=, serialNumber=611262281130001, OU=Danske Bank Group, O=Danske Bank
Group, ST=Denmark, L=Copenhagen, C=DK,
CN=DBGROOT</X509IssuerName><X509SerialNumber>3333330003</X509SerialNumber></
X509IssuerSerial></X509Data></Keylnfo>

</Signature>

</tns:RenewCertificateResponse>
</RenewCertificateOut>
</soapenv:Body>
</soapenv:Envelope>
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Appendix C: CRL Reason codes

The CRL Reason codes accepted by the RevokeCertificate and CertificateStatus operations are a
subset of the reason codes specified in X.509v3 (RFC5280).

This listing shows all of the reasoncodes listed in RFC5280. The ones that are crossed over are not
supported by the PKI Factory operations:

RFC 5280 PKIX Certificate and CRL Profile May 2008

CRLReason ::= ENUMERATED {
TRosoeci 1 (0}
RSP E=ESESSAS o o7
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
oot d £3 N ATT AT A {6)

ritificateHold 6~

roamas FPraomCDRT (9
rom FromCRL e
privilegeWithdrawn (9),
FACeREromTs 40—}

The type of the field is an integer, and the content as listed above.
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Appendix D: Problem with .NET verification of signatures

If your client is coded in .NET, you may experience problems when verifying XML-DSIG
signatures. This is a known bug in the .NET canonicalization, and is described further on the
Microsoft support site:

http://support.microsoft.com/kb/2639079
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