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Introduction

The Danske Bank Web Services solution is build on the Web Services specifications from the Federation of

Finnish Financial services [1].

This document clarifies the use of XML encryption and compression and how it is implemented in Danske

Bank.

Principal aim of this document is to cover the details of the security elements in the first group (EDI Web
Services [2]). However, the requirements on XML encryption and enveloped signatures also apply to the

second group (PKI Service [3]).
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Overview of the Integration Process
As we have seen in the introductory page on our website (danskeci), the solution is divided into two
categories of service:

1) EDI Web Services
2) PKI Web Services

The first regards sending and receiving authenticated and encrypted files. The second regards certificate
management, whose aim is to maintain the communication secure. Because the security is indispensable
for communication, you have to start your integration process with PKI Web Services.

First you have to obtain the bank certificate. Therefore, the first call you have to implement is
GetBankCertificate. This message you neither sign nor encrypt, as the bank certificate is available publicly.
You will use this certificate to encrypt your further messages to the bank. Moreover, we recommend that,
in further communication with the bank, you make this call on a regular basis, in order to make sure that
you always have the most recent version of the certificate. To make sure the bank certificate is correct, you
can verify it using the Danske Bank Root certificate, provided on our danskeci website.

Next, you have to create your own certificate, by calling CreateCertificate. Your message will contain a
secret four digit pin, and for this reasonyou’ll have to encrypt the message using the public bank certificate
you obtained in the previous call.

When you have created your own certificate, you are ready to start making calls to EDI Web Services.
However we recommend to implement at least RenewCertificate call as well, as you will need it when your
current certificate expires.

Examples of all the messages are given on our danskeci website. Some of the messages are alsoreproduced
in the Appendices to this document, for easier reference. However, avoid copying and pasting the examples
from this document, because some characters, like dash (‘-) might be interpreted incorrectly when pasting.
Use the examples from our danskeci website instead.

Regarding encryption

Our implementation of encryption

XML encryption is applied at the ApplicationRequest/ApplicationResponse level. This means that the
ApplicationRequest (or ApplicationResponse) element is replaced by an EncryptedData element from the
XML encryption standard. The EncryptedData contains the actual encrypted data (in a CipherData
subelement) as well as sub-elements necessary for decryption (EncryptionMethod and Keylnfo). The reason
this approach can work is that the ApplicationRequest/ApplicationResponse/EncryptedData element is
baseb4 encoded when the actual web service call is made. This means that there is no schema-check of the
ApplicationRequest/Response schema on the web service level. The schema-check of the
ApplicationRequest/Response should not be done until the actual XML has been reconstructed using
base64 decoding, followed by decryption. The order of processing when receiving a web service call should
be as follows:
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7.
8.

The web service call arrives at the server

As part of the web service call, the incoming message is checked against the WSDL. This does not
include schema checking the ApplicationRequest, due to the base64 encoding.

The SOAP header and security information in it is processed, including the transport signature. If
everything is not correct, an error message is returned and processing stops.

Processing based on RequestHeader can be done.

XML is constructed by base64 decoding the content of the ApplicationRequest in the incoming
message (inthe WSDL, it is defined to be of type xsd:base64Binary). The base64 decoding results in
an EncryptedData element.

The EncryptedData element is decrypted using XML encryption functionality. This creates an
ApplicationRequest element.

The ApplicationRequest element can be schema checked now.

Further processing of the ApplicationRequest.

The processing of a received ApplicationResponse on the client follows the same pattern. In the same way,
the order of processing in the construction of XML prior to a web service call should be as follows:

El A

The document for sending is compressed using Gzip

The Gzipped file is encoded in base64 so it becomes printable

The result is enclosed in a <Content> tag.

The so made <Content> tag is placed inside an <ApplicationRequest> tag along with <Customerld>
and other information

The Compression is set to true

The ApplicationRequest is Digitally signed (business signatures).

The ApplicationRequest element is encrypted, producing an EncryptedData element.

The EncryptedData element is base64 encoded.

A RequestHeader and a soap Body are produced.

. The base64 data produced in step 8 is insertedin the soap Body in the ApplicationRequest element.
. The rest of the soap message is constructed (soap Header and soap Envelope)

. The soap message is digitally signed (transport signature).

. The Web Service is called.

The construction of an ApplicationResponse on the server follows the same pattern.

The layering of information in the Web Service call is visualized in the following figure:
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soap:Envelope

soap:Body
soap:Header
uploadFilein
sub-elements 3
(U / (base64)
RequestHeader xenc:EncryptedData
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(sub-elements) Content
(base64)
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payload)

The figure shows the soap envelope containing the soap Header and soap Body. The soap Body contains an
uploadFilein element (the name of this element depends on the operation called, it could also be
getUserlnfoin, downloadFileListin, downloadFilein, or deleteFilein). This element contains a
RequestHeader, and an element containing base64Binary coded data. The base64Binary data can be
decoded an EncryptedData element. The EncryptedData element will decrypt into an ApplicationRequest

element.

Regarding the Encryption and EncryptionMethod elements
The ApplicationRequest and ApplicationResponse elements contain subelements called Encryption
(Encryptedin ApplicationResponse) and EncryptionMethod. These elements can give rise to confusion, since

for instance the description of the Encryption elements states:

‘If this element is present and the content is the string “true” (case-sensitive) it means that the Content is
encrypted or the requested data should be encrypted by the bank’
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The first part of the sentence is misleading, since if the Encryption element is visible (i.e. not itself in an

encrypted form) then the ApplicationRequest and the Content are no longer encrypted (they may have
been in a previous processing step). The only true use of the element is stated in the second part of the
sentence: Ifthe element contains “true”, the response should be encrypted by the bank. This interpretation
alsoimplies that the Encrypted element in ApplicationResponse serves no purpose, since no reply is needed
in response to the response.

Similarly, the EncryptionMethod element is only used to communicate the cipher to be used in the
response. For this, one EncryptionMethod element is inadequate, since two encryption ciphers are
needed: One for symmetric encryption to encrypt the actual data, and one for asymmetric encryption to
encrypt the symmetric key. This problem should be solved in a future version of the specification (see the
following section). At present it should be up to the individual banks to decide how to handle this. Maybe
the same encryption ciphers used in the request should be used in the response, or maybe the same
ciphers should always be used.

The specification does not state a default behavior if the Encryption and EncryptionMethod elements are
not present in ApplicationRequest.

Regarding the XML Encryption specification

An introduction to the XML Encryption specification is outside the scope of this text. It is recommended to
read the specification, which can be found at http://www.w3.org/TR/xmlenc-core/. However, since the
specification contains some degrees of freedom as to the XML elements and their content, a brief
description of the expected content of an EncryptedData element (which is the root element of encrypted
data) will be given here. The encryption used is in two layers:

1. The actual business data is encrypted using symmetric cryptography. The key used to perform this
encryption is called the ephemeral key. A new ephemeral key is generated every time a message is
encrypted. In the example below, the encrypted business data is contained in the
EncryptedData/CipherData element. The symmetric cipher is declared in the
EncryptedData/EncryptionMethod/@ Algorithm attribute.

2. The ephemeral key is encrypted using asymmetric cryptography. The encrypted ephemeral key is
contained in the EncryptedData/Keylnfo/EncryptedKey element. The asymmetric cipher is declared
in the EncryptedData/Keylnfo/EncryptedKey/EncryptionMethod/@ Algorithm attribute. The actual
encrypted ephemeral key is contained in the EncryptedData/Keylnfo/EncryptedKey/CipherData
element. The certificate used to perform the asymmetric encryption is contained in the
EncryptedData/Keylnfo/EncryptedKey/Keylnfo/X509Data/X509Certificate element.

The expected structure of the EncryptedData element can be found in the abbreviated example below.

<xenc:EncryptedData xmlIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>
<dsig:KeyInfo xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:Keylnfo>
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<dsig:X509Data>
<dsig:X509Certificate>MIIDyT...UijzrQQ==</dsig:X509Certificate>
</dsig:X509Data>
</dsig:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>NoO3acd...ggGQWA=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>279002AZ6...0kVnVDvI+KfG</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>

Messages sent to the bank must obey the following rules:

e The EncryptedData/Keylnfo/EncryptedKey/Keylnfo/X509Data/X509Certificate element must be
present, and it must contain the base64 encoded certificate used to perform the encryption. This is
necessary since at one time the bank may have several valid encryption certificates.

e The actual business data must be encrypted using a symmetric cipher. It is not allowed to use
asymmetric encryption to encrypt the business data directly. This is because encryption and
decryption using asymmetric ciphers is much more CPU intensive than symmetric ciphers.

Clients should use standard software solutions (libraries) supporting the XML encryption specification
rather than implementing it on their own.

Encryption Algorithms supported
For incoming requests, the bank supports the following encryption algorithms:

e Symmetric encryption:
o 3DES. http://www.w3.0rg/2001/04/xmlencttripledes-cbc
o AES128. http://www.w3.0rg/2001/04/xmlenc#aes128-cbc
o AES192. http://www.w3.0rg/2001/04/xmlenct#aes192-cbc
o AES256. http://www.w3.0rg/2001/04/xmlenc#aes256-chc
e Asymmetric encryption: RSA-v1.5. http://www.w3.0rg/2001/04/xmlenc#rsa-1 5

Responses from the bank are encrypted with 3DES and RSA-v1.5.

Our implementation of compression

Regarding compression, it should be applied at the Content element level. The Content element contains
baseb4Binary coded data. Depending on the content of the Compression element, the base64Binary data
can be in different formats:
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1. If the Compression element contains ‘true’, the data is compressed. For decompression and

decoding, the base64Binary data should be converted into binary data, which should be input to
the decompression algorithm. The binary output of the decompression algorithm will be the legacy
data or SEPA format XML.

2. If the Compression element contains ‘false’, the data is not compressed. For decoding, the
base64Binary data should be base64 decoded. The binary output of this will be the legacy data or
SEPA format XML.

When generating compressed data inside the Content element, the following procedure should be used:

The binary legacy data or the SEPA XML is used as input to the compression algorithm. The resulting binary
data is base64 encoded and placed inside the Content element. Notice, that the input to the compression
algorithm is the binary legacy or SEPA XML data, not a base64 encoded version of the data.

Regarding the compression algorithm, gzip (RFC1952) must be used [5]. The CompressionMethod element
should contain the string “gzip”.

Regarding signatures

Multiple business signatures

The Financial Messages specification [1] allows for up to three enveloped business signatures in the
ApplicationRequest element. However, if more than one business signature is to be used, care has to be
taken.

If enveloped signatures based on the standard enveloped signature transform
(http://www.w3.0rg/2000/09/xmldsig#enveloped-signature) are used, only the last signature will be

verifiable. This is because the standard enveloped signature transform removes only the signature being
verified, and leaves other signatures inthe element stillin place when the message digest is calculated. This
effectively means that the message digest value of the signed element is changed every time a signature is
added. Thus, the first signature will not be verifiable after the second signature has been added. If a third
signature is added, the second signature will not be verifiable either.

The best solution to this problem probably is to not support multiple business signatures until a new
version of the specification [1] and the corresponding schemas [4] has been made.

Supported algorithms
For incoming requests, the bank supports digital signatures based on the following algorithms:

e For message digesting,
o SHA1 (http://www.w3.0rg/2000/09/xmldsig#shal), or
o SHA256 (http://www.w3.0rg/2001/04/xmlenc#sha256), or
o SHAS512 (http://www.w3.0rg/2001/04/xmlenc#sha512) should be used.
e Forsigning,
o RSA based on SHA1 (http://www.w3.0rq/2000/09/xmldsig#rsa-shal), or
o RSA based on SHA256 (http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256), or
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o RSA based on SHA512 (http://www.w3.0rg/2001/04/xmldsig-more#trsa-sha512) should be
used.

e For canonicalization, exclusive canonicalization without comments (http://www.w3.0rg/2001/10/xml-
exc-c14n#) should be used.

Responses from the bank uses the following algorithms:

e For message digesting, SHA1 (http://www.w3.0rg/2000/09/xmldsig#shal),
e Forsigning, RSA based on SHA1 (http://www.w3.0rg/2000/09/xmldsig#rsa-shal),

e For canonicalization, exclusive canonicalization without comments (http://www.w3.0rg/2001/10/xml-
exc-cl4n#).

Requirements on the signatures
When reading the XMLDSIG standard, there is a lot of liberty in the way a signature can look. In order to be
accepted by Danske Bank, every signature must contain the certificate used to create the signature.

For enveloped style signatures (business signatures), this means that a
Signature/Keylnfo/X509Data/X509Certificate element must be found. The element must contain the
signing certificate in base64 form.

For the WSSEC signatures (transport signatures), it means that a Security/BinarySecurityToken element
must be found. The BinarySecurityToken must contain the signing certificate in base64 form, and it must be
referenced from the Signature/Keylnfo/SecurityTokenReference element.

See the Appendix for examples of signatures satisfying these requirements.

Additionally, there is a time requirement on the transport signature. The transport signature contains a
timestamp indicating at what time the signature was made. The signature will only be accepted if this
timestamp is less than 60 minutes old. The interval in which the signature will be accepted is subject to
change.

Future changes to the specification

Work has started to revise the financial web-service specification [1] and the corresponding schemas [4] to
solve the problems described in this document. Care will be taken to make the changes backwards
compatible whenever possible.
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Appendix A: Example XML and SOAP
This appendix will go through the generation of an example signed and encrypted SOAP message. The XML

shown here is delivered in a zip-file along with this document.

Generation of the ApplicationRequest
First a business content and ApplicationRequest element must be generated. This corresponds to step 5 on
the list on page 5. An example ApplicationRequest is found below:

<bxd:ApplicationRequest xmins:bxd="http://bxd.fi/xmldata/">
<bxd:Customerld>ABC123</bxd:Customerld>
<bxd:Command>UploadFile</bxd:Command>
<bxd:Timestamp>2021-12-17T09:30:47Z</bxd:Timestamp>
<bxd:Environment>TEST</bxd:Environment>
<bxd:Encryption>true</bxd:Encryption>
<bxd:Compression>true</bxd:Compression>
<bxd:CompressionMethod>gzip</bxd:CompressionMethod >
<bxd:Softwareld>CustomerSoftwareld</bxd:Softwareld>
<bxd:FileType>pain.001.001.02</bxd:FileType>
<bxd:Content>UjBsRO9Eb GhjZ0d TQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</bxd:Content>

</bxd:ApplicationRequest>

Note that the business content and the attributes may not make sense in this example.

Signing the ApplicationRequest (business signature)
A business signature is added to the ApplicationRequest. The signature is of the enveloped type. For this
the signing certificate of the customer is used. This corresponds to step 6 on the list on page 5:

<bxd:ApplicationRequest xmins:dpstate="http://danskebank.dk/AGENA/SEPA/dpstate"
xmlns:sig="http://danskebank.dk/AGENA/SEPA/SigningService" xmins:bxd="http://bxd.fi/xmldata/">
<bxd:Customerld>ABC123</bxd:Customerld>
<bxd:Command>UploadFile</bxd:Command>
<bxd:Timestamp>2021-12-17T09:30:47Z</bxd: Timestamp>
<bxd:Environment>TEST</bxd:Environment>
<bxd:Encryption>true</bxd:Encryption>
<bxd:Compression>true</bxd:Compression>
<bxd:CompressionMethod>gzip</bxd:CompressionMethod>
<bxd:Softwareld>CustomerSoftwareld</bxd:Softwareld>
<bxd:FileType>pain.001.001.02</bxd:FileType>
<bxd:Content>UjBsRO9EbGhjZ0d TQUxNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</bxd:Content>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>Kg6GoKOHGEXcOiziLjFbg3mw8D 6esmwNWbU9qTFRTkKM=</DigestValue>
</Reference>
</SignedInfo>
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<SignatureValue>HzteEuDTV/kFHMfa3lACietPwxZexBaFtykoav34/+JeyqjshRK5SnDPMguBfgDUy+K41dbUil
IGrB8BWKo0V 1etiQga2JT3SsDj20s+h70v/87SNSQHb8I35B TfiX 3ykKINjIEuNjucfwRIWIUs zctpViuOMtrpi+1d
+0ujo 9kKHhen+NKv19P R/+DUWngwDBEffHV7ms AkFDSHobmwmt3zj96 X BpPahMIg/FtyzLurphxA8ddUSSk
CbEkVhGrHAj30cA+3dC5IXviwy40sNv4tHUgglcAaRBwWGjHWsKKI/k9D2EfCathg2juXXk 7iX0GXf7GEqfsIDF
LBLNvJTEEqw==</SignatureValue><Keylnfo><X509Data><X509Certificate>MIIDljCCAougAwWIBAgIEL4j5xz
ANBgkghkiGOwWOBAQUFADBpMQswCQY DVQQGEWJIESZEQMA4GA1UEBXMHRGVuUbWFyazEaMBgGA1U
EChMRRGFuc2tlIEJhbmsgR3JvdXAXE DAOBgNVBAsSTBOFWcGXTSW4AXGJAYBgNVBAMUEUZpbm5pc2hfU
0VQQV90ZXNOMBAXDTASMTAYNIEyMDMzMV oXDTEyMDIwMzEyMDMzMVowaTELMAKGA1UEBhMCRE
sxEDAOBgNVBACTBORIbm1hcmsxGJAYBgNVBAoTEURhbnNrZSB CYWS5rIEdyb3VWMRAwWDgYDVQQLEWd
BcHBsUOIUMRowGAY DVQQDFBFGaW5uaXNoX1INFUEFdGVzdDCBnzANBgkghkiGOWOBAQEFAAOBIJQA
wg YkCg YEAYKLcdWd6 TvZ+AF3zAabivwf+s+QoTnxQ4+DOISmDBMpo7Ka41i59u79gyHa243HuQgwW4eCMi
st+CUfY/Ynu6DgsP/NFduuV2VZNMYdQIKwIMaytQ1zhYufMeiw8YdgGk8qVjZJOmwhbCinDI1+daOCvEeEs1
ZUZtVK9nRDDsnG9c CAWEAAaOB1jCB0zZAMBgNVHRMEBTADAQH/MBOGA1UdDgQ WBBRu/JyaNnOeCQ
C6iNdNZI/gfLNoYTCBIgYDVRO|BIGOMIGLgBRu/JyaNnOeCQC6{NdNZI/gfLNoY aFtpGswaTELMAKGA1UEB
hMCREsxEDAOBgNVBACTBORIbm1hcmsxGjAY BgNVBAoTEURhbnNNrZSBCY W5rlEdyb3VWMRAWDg YDV
QOQLEwdBcHBsUOIUMRowGAYDVQQDFBFGaWsuaXNoX1NFUEFdGVzdIIEL4{5xzALBgNVHQBEBAMCAr
wwDQY JKoZIhveNAQEFBQADgYEAQ6rHIg41XY LMjOLZ33toWK Los3uWJucHKOF6 TKAX SNp7Qo34hx04P
OMidOXuj18mY ZkU/usVHN/L6rkWSfIretpOOxWTzw50X Sm83JUQIY eQyMiU/w7ByJSNITa8GlidanKWjzZ/kcl2
UrOoDUTTF/X8mIC24EKDCI9RQjGEYdUvE=</X509Certificate><X509IssuerSerial><X509IssuerName>CN=
Finnish SEPA test, OU=ApplSin, O=Danske Bank Group, L=Denmark,
C=DK</X509IssuerName><X509SerialNumber>797505991</X509SerialNumber></X509IssuerSerial></X50
9Data></KeyInfo></Signature></bxd:ApplicationRequest>

Encrypting the ApplicationRequest
The signed ApplicationRequest element is encrypted using XML encryption. For this, the encryption
certificate of the bank is used. This corresponds to step 7 on the list on page 5:

<xenc:EncryptedData xmlIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>
<dsig:KeyInfo xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<dsig:KeyInfo>
<dsig:X509Data>

<dsig: X509Certificate>MIIDyTCCArGgAwIBAgIKNDQONDQzMDAWM]ANB gkaghkiGOw0B AQsSFADCBXD
EQMA4GA1UEAXMHREJHUK9PYDELMAKGALUEBhMCRESXEzARBgNVBACTCkNvcGVuaGFnZWA4xXEDA
OBgNVBAgTBORIbm1hcmsxGjAYBgNVBAOTEURhbnNrZSBCYWS5rIEdyb3VWMRowGAYDVQQLEXFEYW5
za2UgQmFuayBHcm91cDE YMBYGALUEBRMPNEXM; Yy MjgxMTMwM DAXMQkwBwY DVQQEEWAXCTAHB
gNVBCoTADEIMACGALUE DBMAMQkwBwWY DVQQREWAWHhcNMDkxMDMwM TIWMDAWWhCNMTEXMDM
WMTIWMD AwWW|CBXTERMABGALUEAXMIREJHQ1JZUFQXxCzAJBgNVBAYTAKRLMRMWEQYDVQQHEWD
b3BlbmhhzZ2VuMRAwWDgYDVQQIEWJEZW5tYXIJrMRoOWGAYDVQQKEXFE YW5za2UgQmFuayBHcm91cDE
aMBgGA1UECXMRRGFuc2tlIEJhbmsgR3JvVAXAXGDAWBgNVBAUTDZzY xMTI2MjI4ANDQzMDAWMIEIMACG
A1UEBBMAMQkwBwWYDVQQqEWAXCTAHBgNVYBAWTADEJIMACGALUEERMAMIGAMAOGCSqGSIb3DQEB
AQUAA4GLADCBhwKBgQCpae2tNbCmPRni74t4pXpzUwsUTRBeazP pchZHjn+HBpfQAH66KkCzOcxLHOrL
71CFYI1i6B4WrgXZx4SUIdQpKu67vSh5ZsLyyXPZniCo+DtX2zOY GEigzq 6hlylIR5XKnXkZfJ Sxo/ TgGX3rk LxF
6cbaP6mxN7LcCv9dUj+eRnngQIBA6NAMDAWEQYDVROOBAOECERCRONSWVBUMBKGA1UdIWQSMBC
ADsLGxMP29sL.29/X39cX EMA4GA1UdDwEB/WQEAWIE MDANBgkghkiGOwWOBA Qs FAAOCAQEADS+BpnM/
K10m5iKO4BTcvGi770Sp0sulsutP6Z FEveuqjiMx4xxh+1SVRSMXQttd49/08BIUOaYrljivP+dJT5J6D+UeFRSj
E6mevjRE1qqlpCsHoCWVEQWkKiuF3QLaouD9PH5FPsk53QVdd4Yp+vIKDVYQbpc 12A8WAEU8hknggxN2/E
pd8u/3LQgsTmY6emn5ek2EFNI602dQa503DpzjoXGURIFO0AaWB7ZUJhe7nxG1Xjn10nttreoP 6twCTrG8loL
fGKDkLVQ3G+7vAgXgB+JwFLUoULRawOelSPgE7nMkzOlaOlu+aJlaHRJZq/F9eMk DXFqRSMGHHNUIjzrQ
Q==</dsig:X509Certificate>
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</dsig:X509Data>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>NoO3acdWBuHONnduRMdLZtOhN645erE7JjABudwaNg7G YbEvxrjomlmdhpj32Bz4
el+cp5r5UIhEY xt4sHIj8tMxJgcogxrJEiD6Ig/zzc 1mDV61fQidJWgclk WOUA2deb1Wz40eS1oMelF6M1wmvS
PWNpSZbEmEG/4zv9gg GQWA=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>279002AZ630VYSFHMT+mW/YSUBbWJImMNiGegl1OlendoFEhhpHYcpTbGXG7kO/
SXtewRrlaZp19L4/1ggNJWOBQeXluwVd7Qz9odekyzIGN4gBPuvp3ZH46yPT7kPfc3umwUIVZ5R3GPhEYG
M4AUhK8Y gju/FZPZy+iU84bUG5iSVBORYtEck+UQpGbbfCyYPX5U96zkV0Ohj6HL+Cwelg2Q9Gp6ch ullpBL
/WRFON1Kn1J/Z7LkVbKB9cROmM3B2v77vJkirhg4FwwTOwlkZZbgdyX5w7geMIgvAUZ20dP DWhEGSj+TM6ai
dGYddNDhQOSDfbLKETWg8Lh6vuRhFk925uVUoiLJgwlMBf22t3H1Tz5230le OJHdASEJt6 X HPOP2WUpSw1
EAAQFg4RBI4hOgrzoRgVIZM9u1MPML8bY hLDI408cKCDvo4diwd1MvOniuOveD7Asyo43nA4hVh/BsUskE Ze
/1SaStOo+WXzelL7cdImeWOAKTKpsiidFSIEERY2IANdJpDNGS7B7i{Q3uDZiVOVYBoCG2YrecMSricpfxzNap
DJKUshyxRigfPSGtN9Y kMZsgc/whhklVN1VNV2A541butR9SG3m8ITb m/fgcvt36 DPXcmlV4AcyHWTiX2lvOLF
+IAMG+WVBnu6d4LMCXWMadgzTnrgoXvXpAKNI51UmMHGjiY On10r8Ls5Y OzDeZRcVAgRFT1K2sHrZz4W
WY eSUQfsxfZ09gzngTQ4BvAomPrL6Xh4lYAPMQxJZiolyo8/C7ly Ziwv/ XAeNuZ 4t G7tF3vKi/B6mjHM9Oig N6
OtAuQ8iHCZt8ayBMhbgHb6vORxv77A1+OKxCkZQfcxyHesCnjjO0ONEvNoJi3Z/2TjupjAM YNgJ+0O20Wt4Q8J
hWGfuCOI13H40y2Z/Wy+IsKgRyJ4ihIXrzOT5Ls FwncdE7ho3MhyT2C3NAkrosgpVRIyB99DLIp WhWR4s 3tx
pfc47DRihny3gq7iepcl60ANTL1tBePkOPRD/y/tf59aZjhWSMBWQpvwJaVAHJIgpBGtCUYKGXLAKUICZ+cY4
0sHeTylivNshX4F/O8AvVDjXVIQUKYss+Bz7i+raQMFVVQNpOLr3BLc3FPAQCgZDFB9xuaVOu245hxtWakags
ZC/ig09KkA+Vwj13nkK0dY OYE3ID IX TIEVvuN61ulRJEBwWh0OIWU96fPycVfmhdvhlQF6lcWzvbsCKhAMZu83v
0Wb941LsssZzIKHa7Qj2U4maTHgl03iZhdETQtVyvrd 1FS+PK86V62iDhy53VSF1bgP9eH/16bglL X SSyvyCE
ILEO4LhZCb S33fUpKMOsej5gp7AQhFTA4KVrvOK6D9/7R0OgR72GZFY+HXwWKg4VHg+s8380xen3F509Z\We
2nX9y3yleH2Us/PoKjyY jKwV3DWYUi0Jtvw93uobzxAMLFhgFP X8+bHFbnyN1ygEjJFB5BZk X8Xal1lG8Sp6ig
kGtXZItX0laxBzrWvbpyuzZW2LU/1igkQkA20cuLFPrEax19ZzVZyBP9zEKdqCGRUGc +HFuirgt GOncR+4KKbf
ViN7r3xkVNfaihxXVeF45T1/TBE+mdjRd5kMICLE Y29uT3IFZbZsPUoS SOEa6wWNLYtQTSt7DSJiX4abhxUDx
QeHgFOiLb KIJw99h/OjopfOCPYyTIIXglayLIT6 TrD siwHnxuwbRkeRmh7gXS79qBZlyBpilg6ZMTB4FDf PO+1Ql
FzT5wmoOIzEZ1SgOT8JgGd5c/xeL.Z3NgLvIO4ZxefO6KV+8ladOipV5utV 3mOhgAI9xDzOnqYb7UZy90cZR
p 9hWX6KxzokyomQGwUgjAio/k3wgpwGBuCNgLd+piWUBkKot2RRIQeVFeYjaaOhTsNmAmpbvgoj2HhERFg
RQk6/IU4XbBSHmMSX3Va+NK56uDEBgPhEg57G60k 10z XQPRJayob87GZaEzEgUDW12ieXY1jXXZ1z92le
w04/2bhXc8dtQEyxOcNkFugfWEd7EeNy FULS Aljds Qf XzaouOKsWL3XzQ71+sllJk FUOKIfK itxIFaukmwUf Lx
W/ZwGqglQcOchs 7E5Tu5Z Gil+ih5wOmilpy+M+cgBk3wyFGIciD91JZ50MOIQAJIN78NWTQB8LG8VrFzAe00ObM
7/8sWZbr+c1IMmDvAI3gAARray6rNTMamqguOcclhcdy Eyn3CmZjy1x9VWbbNXdgk/IXu6c6Kgda8rMrVyV9
B9KyWutw9ht9u8bK9ny31zDnllzEm3sVaY4XzY bXqvX7ZpVvcC607KIKE7TmOHWcuPXsgA7eFPbPrzZl6Jue9
F80OkZIIH4vsOY +FVo0ju9JufJSoAA+eHctUZ4c4biYPJIxa82THQTIOXKE47X8eWF2ucY6upGJ8La8H27wavM
CUKJINY xMnJKK pdpMImBMgTZuyvyAzfoyO/CiaSggm3wanY1586FNe9zXnDqtsR+4RTNrBNd28fqwyneLoeEi
30m/dOB3WLGQHKCyburz3HIN8ZP Or2dDMuRQzs8WBMr2KUohdQ6jXonYE EhKFeJUx2HFamPgiKH+Mcp
+6a3as3L8110JihBdgrMevKe7fHc6dPhzNVz3ep8AYIl/6sr01v5uAK420y9Q9TNxZsL47zecMd4CwWRIAHOQMS
4DKfiHZBOLE3Cep7Ca5bKhYIkTK+nkCw5twkMS JdgzEqgaV uOWP FwLQv4ysibrOPtNSE+alzWY QPnGB2keq
3vHOmMf gnxcP lalLxJBtROuSMPWehfCem9i/lO/few4XnbplMMcf8Y jzH1brpp+P667c909qgVDAS|OKFVIVZIpv2Z
0D U3pS490ZkU+vVQWOahFgXYY NCbW5k JIhXwAJHFHTQNRQPcGgkjJ4AfEILVYOQ5YE1hW/LwNdua8NcC
nzuDg6P7SpOmIZ8p3GENITVPRUxZv TcDK5efdsoVh8FX VuyftV xwUXmnZ9FCmdjwr57tt3iwb8S064LHIYO
6X4HvcfR4VPBVjVO5gCE5S7hdy+XYOvyIT9bhCWLvdII354ni6L6Igxx0Y fIBNZImMT7FeVI91PIw6IW0gvzHR2
Pkz+abzvqU5SpNITyJRt20+5hezvwnL//NV TLyZmBENtIG6FL4yi INL+PWcAVWwW86kQBIk TVISuMvaZwQ1kRIw
1gu/uEGcU5COacYwvKTuL/GMh10g5e0GYcYEdHCH TESCCWCOVYtATLgNkeV2Q7QdY5Xk9Zsc3zS 1Knwd
Dbs9Hk4WCWHhoM4ZUn35F08bs2p2N0bdeagl1BQ1Wn/tHAJI312ZbpAgJIGKZY j4ABcEW+30I19VmaQOl+elGN
Odv4lydIOtoz8b L50LgxaCMGIAU5B CQUHRZK Om95SvelL ZocG+HUCPKnrfVXkCPz20nhwMXh6ZPK/vBCoE
Yf2ICSMJIfpvEQRFKeM/j4SYS|m/COC3QneeCtOjxmCrwqginKagrzkmMpNTY XZjUua3wWtGjg4H4nvwVHKGSL/
ZSs60ifBO3YBFEYcHqC587tY GBafFH+aaTdNQgMpd8X0U37rgtqfegO6NSt+QTOEZ|35SL 7 yjs+4+rv X2Rpyk
FD3s4S21+3aVBxqY5VTTIKP7iDZH1ADK|jn7rSxeiuJY hxgJnNzQyMMsgGmY bWa3rnjlsTg KU/ XD6twOcEb17K
S119+2Jp3MGjcLPdYdWKsiobdamdU9CjemIhG5d1DThNajwdTXjVzP 7aPsmjJtNaMPFRr2162wSiURLSILIm
p FOW98umQyWpfWXJ9yOx1zCR674X4JEiTéwaP 1cGV7ZGkimYbr/Q3XSfiJJAMKZvqOpnVLpzZwOGVg400Q
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WOIDRFEL6wy3Ax2yHywykdgUeA2TFY8e047X3WAO9ly X9ZPAS 2vaJL B/ XHIavOHc3p30OWT3IGpg6ngsO2
1FokVnVDvI+KfG</xenc:CipherValue>

</xenc:CipherData>
</xenc:EncryptedData>

This step should be performed by a piece of standard software.

Generation of the SOAP message

The next stepis to generate a SOAP message (including the RequestHeader), base64 encode the XML from
the previous step and insert it in a the ApplicationRequest element of the SOAP. This corresponds to steps
8to 11 on the list on page 5:

<soapenv:Envelope xmins:sign="http://danskebank.dk/AGENA/SEPA/SigningService"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cor="http://bxd.fi/CorporateFileService"
xmlns:mod="http://model.bxd.fi" xmins:dpstate="http://danskebank.dk/AGENA/SEPA/dpstate">
<soapenv:Header/>
<soapenv:Body>
<cor:deleteFilein>
<mod:RequestHeader>

<mod:Senderld>ABC123</mod:Senderld>

<mod:Requestld>33</mod:Requestid>

<mod:Timestamp>2021-12-17T09:30:47Z</mod: Timestamp>

<mod:Language>EN</mod:Language>

<mod:UserAgent>CustomerSoftwareld</mod:UserAgent>

<mod:Receiverld>DABAFIHH</mod:Receiverld>

</mod:RequestHeader>
<mod:ApplicationRequest>

PHhIbmM6RWS5jcniwdGVKRGFOYSB4bWxuczp4ZW5jP SJodHRwOI8vd3d3LnczLm9yZy 8yMDAXLzAOL3htb
GVuYyMilFR5¢cGU9IMhOdHA6LY93d3cudzMub3JInLzIwMDEVMDQveG 1sZW5j10VsZW11bnQiPjx42ZW5j0kVu
Y 3J5cHRpb25NZXR0ob2QgQWxnb3JpdGhtPSJodHRwOIi8vd3d3LnczLm9yZy8y MDAXLzAOL3htbGVuYyNhZ
XMyNTYtY 2Jjli8+PGRzaWc6S2V5SW5mbyB4bWxuczp kec2InPSJodHRwOI8vd3d3LnczLm9yZy8yMDAwWLZA
5L3htb GRzaWc;jlj48eGVuYzpFomNyeXB0ZWRLZXk+PHhlbmM6RWS5jcniwdGivbk 1ldGhvZCBBb GdvcmiOa
G09ImhOdHA6LY93d3cudzMub3JnLzIwMDEVMDQveG1sZW5j13JzY SOx XzUiLz48ZHNpZzp LZ XIIbmZvPjxkc
2InOlgIMDIEYXRhPjxkc2InOlg1MDIDZXJ0aWZpY2F0ZT5NSUIEeVRDQOFYR2dBdOICQWdJISOSEUTBORF
F6TURBA01qQU5CZ2txaGtpRzI3MEJBUXNGQURDQNhERVFNQTRHQTFVRUF4TURSRUpIVWS5UFZER
UXNQWtHQTFVRUJoTUNSRXN4RXpBUKINTIZCQWNUQ2tOdmNHVNVhROZuWlcOeEVEQUICZ05WQkF
nVEIwUmxib TFoY21zeEdgQVICZ05WQkFvVEVVUmMhibk5yWINCQILIXNXJIRWRS5YjNWA01Sb3dHQVIEVIF
RTEV4RkVZVzV6YTIVZ1FtRnVheUJlY 205MWNERVINQIIHQTFVRUJSTVBOakvVATWp ZeU1qZ3hNVE13T
URBeE1Ra3d Cd1IEVIFRRUV3QXhDVEFIQmdOVkIDb1RBREVKTUFROEXVUVEQK1BTVFrd 0J3WURWU
VFSRXdBdOhoYO5NRGH4TURNdO1USXANREF3V2hjTklURXhNRE13TVRJAO1EQXdXakNCeFRFUk1BOE
dBMVVFQXhNSVJFSKkhRMUpaVUZReEN6QUpCZ05WQkKFZVEFrUkxNUk13RVFZRFZRUUhFd3BEY|NCh
GJtaGhaMIZ1TVJIBdORNWURWUVFJIRXdkRVpXNXRZWEpy TV Jvd0OdBWURWUVFLRXhGRVIXNXphMIVn
UW1GdWF5QkhjbTkx YORFYU1CZ0dBMVVFQ3hNUIJHRNVjMnRsSUVKaGJtc2dSMOp2ZFhBeEdEQVdCZ
05WQkFVVERBWXhNVEKy TWpINESEUXpNREF3TWp FSk1BY0OdBMVVFQkINQU1Ra3dCd1IEVIFRcUV3
QXhDVEFIQmdOVkJIJBd1RBREVKTUFjROEXVUVFUK1BTUIHZE1BMEdDU3FHUOIMORRRUJBUVVBQTRH
TEFEQO0JodOtCZ1FDc GFIMNROYKNtUFJuaTcOdDRWWHB6EVXdzVVRSQmVhelBwY 2haSGpuKOhCcGZRQ
Ug2NmtDek9jeExIT3IMNzFDRIIJajZCNFdycVhaeDRTVWXKUXBLATY 3dINoNVpzTHISWFBabmiDbytEdFgy
ek9ZR0VpZ3pxNmhJeWxSNVhLblhrWmzZKU3hvL1RnR1gzcmtMeEY 2Y 2JhUDZteE43TGNDdjlkVWorZVJub
mdRSUJBNk5BTUQOdOVRWURWUjBP QkFvRUNFUKNSMES5TV1ZCVU1Ca0dBMVVKSXdRUO1CQOFECOx
HeE1QM;jlzTDI5L1gzOWNYRU1BNEdBMVVKRHAFQi93UUVBdOIFTURB TkJna3Foa2lHOXcwQkFRc0ZBQ
U9IDQVFFQUQ4K0OJIwbkOvSzEWbh TV pS080QIRjdkdpNzdvU3Awc3VsNXVOUDZaRkV2ZXVxamxNeDR4eGgr
MVNWUINNWFF0dGQOOS8WOEJIVUIhWXJIJanZQK2RKVDVKNKQrVWVGUINgRTZtZXZqUKUxc XFJCEN
zSGIDV1ZFOVdraXVGM1FMYW91RDIQS DVGUHNrNTNRVMRKNFwWK3ZJSORWWV FicGMxMKEA4dOFFAT
hoa25ncXhOMi9FcGQ4dS8zTFFNc1RtWTZtbjVIazJFRK5INmM8yZFFhNTAzZRHB6am9YR1VSSUZPhOFhVOI
3WIVKaGU3bnhHMVhgbjFPbnROcmVWUDZ0dONUckc4SWIMZkdLRGtMVIEzRys 3dkFxWGACKOp3RkxVb1

Version 2.6.0 Encryption, Signing and Compression in Financial Web Services 14




06.09.2023 BELRELGE Bank

VMUMF3MGVJU1BNRTduTWt6MGxhMGx1K2FKbGFUkpacS9GOWVNaORY RnFSUO1HSEhOVWIgenJRU
TO9PC9kc2InOlg1iMDIDZXJ0aWZpY 2F0ZT48L2RzaWc6WDUwWOURhAGE+P C9kc2InOktleUluZm8+PHhlbm
M6Q2lwaGVyRGFOY T48eGVuY zpDaXBoZXJWYWx1ZT50b08zYWNkV0J1SDBuZHVSTWRMWnRPaE42
NDVIckU3SmpBQnUOd2FOZzdHWWJFdnhyajZtMW1kaHBgMzJCW|RISStjicDVyNVVJaEVZeHQ0cOhJajhOT
XhKcWNvZ3hy SkVpRDZJZy96emMxbURWNjFmUWIkSIdnYOIrVO9VQTJIkZWIxV300T2V TMWINZTFGNKOx
d212U1BXTnBTWmJIFbUVHLZzR6dInZ0dRVOE9P C942W5jOkNpcGhliclZhbHVIPjwveGVuY zpDaXBoZXJEY
XRhPjwveGVuYzpFbmNyeXB0ZWRLZXk+PC9kc2InOktleUluZm8+PHhIbmM6Q2lwaGVyRGF0YT48eGVuY
zpDaXBoZXIJWYWx1ZT4yNzIlvTzIBWjYzb 1Z2ZU0ZgTV QrbVevWVNVQmMJIXSm1OaUdlZzFPbGVuZGI9GRW
hocEhZY3BUYkdYRzdrTy9TWHRId1JyMWFacDE5STD QvMXFXTkpXMEJRZVhsdXdWZDdRejlvZGVreXpJR
040Z0JQdXZwM1pINDZ5UFQ3a1BmYzN1bXdVSVZaNVIzR1BoRVIHbTRBVWhLOFInanUvRIpQWnkraV U4
NGJIVRzVpU1Y4T1IZdEVjaytVUXBHYmMJImQ3IZUFg1VTk2emtWMGhgNKkhMKON3ZWxnMIES5R3A2Y 2h1M
ElwQkwvV1JIGMG4xS24xSi9aN0xrVmJILQ]jljUk9tMOly djc3dkpranJocTRGd 3dUMHdJalpaYnEOeVgldzdxZU
1s73ZBVVoy T2RQRHdoRUdTaitUTTZhaWRHWWRKTKROUTBTRGZITEtFVFdNOEXoNnZ1UmhGazkyNXV
WVWOIpTEpndzFNOMYyMnQzSDFUejV6MzBsZU9IKSGRzRUpONIhmS FAwWUDJIXV XBTd zFFQUFXRnNEQUk
JsNGhPZ3J6b1IxVmZaTTIIMU1QTUwWAY lloTERJINE84Y 0tDRHZVNGI3ZDFNdjBuaXUwdmVENOFzeW80M
25BNGhWaC9Cc1Vza0VazS9TYVNOT28rV1h6ZUw3Y 2RKbWVXOUFrVGtwe2lpZE Y4aUVFUIkyaUFOZEp
WRE5HUzd CN2p RM3VEWMIWT1ZZQm9DRzJZcmViTVNybGNwZnh6 TmFWRE pLVXNoeXhSawWdmUFNHd
E45WWINWNNNYy93aGhrSVZOMVZuVjIBNTQxYnVOUjJ TRzNtOEIUY mOvZmdjdnQzNkRQWGNtb FYQY 3li
V1RpWDJsdiMRitJQW1HK1dWQmM51INMQOTE1DWFANYTRnelRucmdvWHZYcEFLTKk IMVWVtSDZgaVIPbj
FPcjhMczVZT3pEZVpSY1ZkZ1JGVDFLMNnNIcloOV1dZZVNVUWZzeGZabzlxem5nVFEOQNnZBb21Qckw2W
GgOSVIBUE1ReEpaaW8xeW84L0M3bHlaaXd2L1hBZU51WjQvdEc3dE YzdktpLOI2bWplbTlpcU42T3RBAVE
4aUhDWnQ4Y XICTWhiZ0hiNnZPUnh2NzdBMStPS 3hD alpRZmN4eUhlcONuamowTO5Fdm5vSmkzWi8yVG
plcGpBTVIOZO0orTzIwV3QOUThKaFdHZnVDT2wxMOg0b3kyWi9XeStscOtxUnIKNGlobFhyejBUNUxzRnduY
2RFN2hvM010eVQyQzNOQW1tyb3NncFZSSXICOTIETEpwV2hXUjRzM3R4cGZNDdE UmlobnkzZ3E3aWVw
Y2w2MEFOVEwWXdE JJUGsSWUFRJEL 3kvdGY10WFaamhXU01CV1FwdndKYVZB SEpnc EJHAENVWWEHWEX
BalVJQlorY 1kOb3NIZVR5SWI2TnNoWDRGL084QXZEalh2bFFV S1lzcytCejdpK3JhUU1GVNZRTnAWTHIz
QkxjM0ZQQVFDZ1pERKI5eHVhVK91MjQ1laHhOV2FrY XE 1WkMvamcwOUtrQStWd2oxM25rSzBKWTBZRTN
JREI4AVEIFVNnZ1TjYxdUISSkVCd2gwSIdVOTZmUHIjVmZtaGR2aGxRRjZsY1d6dmJzQO0toQUlad TgzdjBXYjk
OMUxzc3NaekILSGE3UWovMIUObWFUSGAIMDNpWmMhkKkRVRRAFZ5dnJKMUZTK1BLODZWNjJgRGh5NT
NWUOY XY nFQOWVILZE2YnFMWFNTeXZ5Q0VsTEVPNEXxoWkNiUzMzZIVwS 00wc2VgNWdAwNOFRaEZUQ
TRrVnJ2MEs2RDkvN1IwZ 1I3MkdaRjkvKOhY dOtxNFZIZytzOD M4MHhIbjNGNU85WIdIMm5YO XkzeUISDJVc
y9Qb0tgeVIgS3dWMORXWVVpMEpOdnc5M3WY np4QU1IMRmhxRIBY OCtiSEZibnlOM XIXRWpKRKILQIp rw
DhYYTFHOFNwWNmMIna0dOWFpsdFgwSWF4QnpyV3ZicHI1WIcy TFUVMWInalFrQTiwY 3VMRIByRWF4MWd
aelZaeUJQOXpFS2RxQ0dSVUdjKOhGdWIyZ3RHMG5jUis0S0tiZIZ0Tjd yM3hrVksmYWoeFhWZUY ONVQxL
1RCRSttZGp SZDVrTUID TEVZM;jI1VDNJIRIpIWNNQVWITUO9F Y TZ3TkxZdFFUU3Q3RFNKaVg0YWJoeFVE
eFFISGd GMGIMYktKdzk5aC9Pam9OwZk9DUHIUSUI4Z2xheUxsVDZUckRzaXdlbnh1d2JSa2V SbwWg3Z1hTN
zIxQlpJeUdwaTFnNIpNVEIORKRMUDArMVFJRNpUNXdtb09sekVaMVNNT1Q4SmdHZDVjL3hITFozThnFMdm
XPNFp4ZWZPNktWK2w4SWFKT2IwVjV1dFYzbU90Z0FJOXhEek9ucVIiN1VaeTIPY 1pScDloV1g2S3h6b2t5h
21RR3dVcWpBaW8vazN3cXB3R0J1Q05nTGQrcGIXVUJIrb3QyUIIsUVWWWRmMVZamFhMGhUcO05tQW1wYn
Znb20ySGhFUkZmZ1JRazYvSVUOWGICUOhtU1gzVmErTks INNVERUJIXUGhFZzU3RzZPazFvenFYUVBS
SmF5b214N0daYUV6RWdVRFcxMmIIWFJalhYWKI6OTJIJIZXcwNC8yY mhY YzhkdFFFeXhPYO5rRnVnZIdFZ
DdFZU55RIVMUOFsamRzUWZYemFvdU9Lc1dMM1h6UTcexK3NJISUprRIUWS2ZL aXR4bE ZhdWitd1VmTHh
XL1p3R2dsUWNPY2hzNOU1VHU1WkdpS StpaDV 3T20xc HkrTStjZ0IrM3d5RkdsY2pEOUIKWjVVTTIJUUF(q
Sm430E53VFEATEc4VnIGekFIME9ITTcvOHNXWmMJIyK2MxbE1tRHZB STNXQUFScmF5NNJOVE 1hb XFnd
TBjYzFoY2R5RXIUMONtWmMp5M Xg5VIdiYKSY ZHFrL2xY dTZjNktnZ GE4ck1ly VnIWOUI5 S 3IXdXR30OWhOOXU
4Yks5bnkzMXpEbklsek VIM3NWYVKOWHpZ YIhxdig3WnBWdAmNDNjA3S 2ILRTdtOUhXY 3VQWHNXQTdIRIBI
UHJabDZKdWU5RjhPalpJSUgO0dnNPWStGVYm8wanU5SnVmSINVQUErZUhjdFVaNGMOYmIZUEpJeGE4MI
RIUVQ5WGtFNDdY OGVXRjJ1Y1k2dXBHS]hMY ThIMjd3YXZNY3VLSk5ZeE1uSktLcGRwWTWxtQk1nVFpleX
Z5QXpmb3IPLONpYVNNZ20zd2FuWwWw10DZGTmU5elhuRHFOC1IrNFIUTRICTMQYOGZxd3luZUxvZUVp
MO9tL2RPQJNXTEdRSGtDeWJ1cnozSEIuUOFpQT3lyZERNdVIRenM4V0JINcjILVWI0ZFE2alhvblIFRWHLR
mVKVXgySEZhbVBnaktsK01jcCs2Y TNhczNMOEkxMEppaE JkZ3INNnZLZTdmSGM2ZFBoek5WejNIicDhB
WWxsLzZzcjAxdjV1QUsOMk950VESVES4WNNMNDd6ZWNNZDRDA1IJKZEhRTVMOREtmaUhaQk9MRTN
DZXA3Q2E1YktoWUIrVEsrbmtDdzV0d2tNUOpkeX pFeWFWATBXUEZ3TFF2NHIzaWJy T1IBOTjVFK2FseldZ
UVBUROlya2NxM3ZIMG1mcW54Y 1AxY Ux4SkJOUBINU1QV2VoZkNIbTIpL2xPL2ZIdzRYbmJIJWbE1INY2Y 4
WWp6SD FicnBwK1A2NjdjOU85cVZEQXNgOUtGVKIWWmxwdjJaMERVM3B TNDIVWMtVK3ZWUVAP YWhG
cVhZWUSD YlclaOpoWHdBakhGakhUalFuUIFQY0dxa2pKNGZFaUx2WU9RNXIFMWhXLOX3TmR1YThOYO0
NuenVEZzZQN1NwT21JWjhwMOdFTkIUdIBSV XhadlRJRESs1ZWZkc29WY jhGWFZ1eWZ0Vnh3VVhtblo5RkN
tZGp3cjU3dHQzaVdiOFMwWN]RMSEpZTzZYNEh2Y2ZSNFZOUEJWalZPNXFDRTU3aGR5K1hZT3Z5SVQ5Y
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mMhDV0x2ZGxJMzUObmk2TD ZsZ3h4MFkvZmICTIpsbVQ3RmMVWhDKxUEI3NKIXMHF2ekhSMIBreithYnp2cV
U1cE5sVHIKUNQyMCs1aGV6dnduTC8vVIRMeVptQkVOdGIHNKkZMNHIpMUSMK 1B XYOF2Vnc4ANmtRQmxr
VHZsU3VNdmFad1ExalJJcnexZ3UvdUVHY 1U1Q09hY U3dktUdUwvR01oMTBNNWUWR1IjWUVKSENOaRF
NUNDVONPWXQvdFRMZ05rZV YyUTd RZFk1WGs5WnNjM3pTM Uty d3I0RGJzOUhrNFdDVOhobO0OWIVuM
zVGMDhiczJwMk4wYmRIY WexQIEXV 24vdEhkSjNs MIpicEFxSkdrWIIgNEJJRVcrM29J OV Zt YV FPS StISUdOT
2R2NEI5ZGxPdG960GIMNTBMcXhhQO1HSUF1INUJDUVVIUIpLT205NVN2Y 0xab2NHK1VDUEtucmzZWw
GtDUHoyMG50d01Y aDZaUE svdkJDb0VZZjJJQINNSmZwdkVRUKZLZUOvajRTWVNgbSO9DMEMzUWSIZU
NOT2p4bUNyd3FpbkixcnprbUlwTIRZWFpgVXVhM1dOR2pxNEgObnZ3VKhLRINML1pTczZPaWZCTzNZQk
ZFWWNIcUM1OFpOWUdCYWZGSCthY VRKTIFXTXBKkOFgwV TM3cmd0cWZIZzA2TINOK1FUOUV6ajM1U0
w3eWpzKzQrenZY MIIweWtGRDNzNFMy SSszYVZCeHFZNXZUVGxLUDdpRFpIMUFES2puN3J TeGVpdUp
ZaHhxSm50elF5TU1zZ0dtWWJIXM3JuamxzVHFLVS9YRDZ0d09RWIXNOt TSUk5K zJKcDNNR2pj TFBKWW
RXS3Npb2JKYW1kVTIDajZtSWhHNWQXRFRoTmFqd2RUWGpWelA3Y VBzb WpKdEShTVBGUNlybDYyd1N
pVUZOTFNSTEptcEY5Vzk4dW1ReVdwZIdYSjI5T3gxekNSNjcOWDRKRWUNNdhUDFjR1Y3Wkdrb G1ZY niv
UTNYU2ZgSkFNS1p2cU9wblZMcHpad09HVNEOb1FXOURS RKVMNNd5MOF4MnlleXd5a2RxVWVBMIR GW
ThibzQ3WDNXQU85SXIYOVpQQVMydmFKTE IWEhsYXZPSGMzcDNPV1QzSUdwc TZuZ3NP MjFGb2t\Whl
ZEdkkrS2ZHPC942W5jOkNpcGhlclzhbHVIPjwveGVuYzpDaXBozZXJEY XRhPjwveGVuY zpFbmNye X BOZWR
EYXRhPg==</mod:ApplicationRequest>
</cor:deleteFilein>
</soapenv:Body>
</soapenv:Envelope>

Signing the SOAP message (transport signature)

The last step is to create the transport signature on the SOAP message. The signature is based on a
customer signing certificate, and the style of the signature is detached. This corresponds to step 12 on the
list on page 5:

<soapenv:Envelope xmins:mod="http://model.bxd.fi" xmIns:cor="http://bxd.fi/CorporateFileService"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:sign="http://danskebank.dk/AGENA/SEPA/SigningService">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1" xmIns:wsse="http://docs.oasis-

open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">

<wsu:Timestamp xml:id="Timestamp-5293c3c7-b69f-48e2-866e-9f c9cd 35a422"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd">

<wsu:Created>2021-05-07T11:26:49Z</wsu:Created >
<wsu:Expires>2021-05-07T11:31:49Z</wsu:Expires>

</wsu:Timestamp>

<wsse:BinarySecurityToken xml:id="SecurityToken-192f1eb9-6¢10-482¢c-8719-
76754a128e84" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-
security-1.0#Base64Binary" Value Ty pe="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-
token-profile-
1.0#X509v3">MIIDnzCCAoegAwWIBAgIHDS Q4iQYOsTANBgkghkiGOwWOB AQsFADCBwWEQMA4GALUEAXMH
REJHQOFEQ]ELMAKGA1UEBhMCREsxEzARBgNVBACTCKNvcGVuaGFnZWAXEDAOBgNVBAgTBORIbm1
hcmsxGjAYBgNVBAOTEURhbnNNrZSBCYWS5SrIE dyb3VWMRgwFgYDVQQLEWIEYW5za2UgQmFuayBBL1M
xGDAWBgNVBAUTDzY xMTI2Mjl4MjlzMDEWMTEJMAcCGALUEBBMAMQkwBwWYDVQQIEWAXCTAHBgNVB
AWTADEJMACGALUEERMAMB4XD TEWMDUWNzEXMDIwM10XDTEy MDUwN]ExMDIwM lowgaYxIDAeBgN
VBAMTFOJFTkdUULNPTIBPRyBGUi4gSkVOUOVOMQswCQYDVQQGEWJIESzEcMBoGALUEChMTREJUU
yBERU1PIDEulICgzNEFLKTEeMBWGA 1IUECXMVQO09SUE9SQVRFERFVKVMT1BNRUSUMTcwNQYDVQQ
FEy5TRS1LRVJIVIOEQUJBOJAWOTIXMDA4NDEIQUASOjAZMTAOOC1VULIBMD Y XMTMzMIGFMAOGCSqG
Slb3D QEBAQUAA4GNADCBIQKBgQCVilBg4B6VNK8X6ISINQIPBI3izM/RNcyGHAE/9FTdgFiMOhZyg TOm
OK5SQjLYO0AftdoHMLDtEbnzOzGC1x+y/pM8DbfmmDRXV60C4jzq97AjFTUY I0tJrAe1Fc10mh4SnstWVY aA
hsZu8LxSPyC4JBB+66msvK4RgkLauTZw3/QIDAQABozgwNjAJBgNVHQAEAgQAMBKGA 1UdIwQSMB CAD
sLGXMP29vnBws TCxsTDMA4GA1UdDwE BIWQEAWIGWDANB gkghkiGOwWOBAQsFAAOCAQEAREM7TPXuf

Version 2.6.0 Encryption, Signing and Compression in Financial Web Services 16




06.09.2023 BELRELGE Bank

RxrYM90hCP3730RBwrpFgZaXsEo0BDeghZ5ASks5YXZL60AU2Ax93wIwpKn1lyDBHCkhdZcC426vhDOQ
mMjdSiL6mMr60Q8+Y SCmITcYM7xZxYYHAWOMBOJCfNZO0rx3200JV9gSENg408pu23j4nPrTpldXUovLsLBV
aGpeR6MGUN|RY UWFXt3N73kWx+z6UOSFSOrP A2dmzt3WFxzodxdyvidKWpLE OrsVJAY TMLCNQTycYiuYZ
eDFGDrwyAfVIh4zhCY trrPTPhDmMOokhzQTv9B2W/StINWNFNudHGHmMm4DsJozPujlaeWe70nTfgojpVC/hl
WI1KQFbg==</wsse:BinarySecurityToken>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://mww.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<Reference URI="#Timestamp-5293c3c7-b69f-48e2-866e-9fc9cd35a422">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>GHMVWKn7azl//[fySOALVORNt/9vZieUb51SgRVDYP14=</DigestValue>
</Reference>
<Reference URI="#Body-89bd1994-b8b8-4b7b-a58b-593dcfd671a5">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>LRpIGFvrFj\WvG7X400hojCyirQbLPUNWQAC29Uwg1Lk=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>HCRIddnNZTEIpFlavxIFUOEKCb7tizEsdCmP FdCH2wFTVW5pW6/512aDk DobusrIHF
r5trH8142+3sv0ljil1DcTEfsMLKkdhQY1nOTAFX6LBZSP11inP9ydGoWsOm3pnGwC8nXm4zXImhJFczCSQRG
70b+pCF20gc34Eh3FUT8MA=</SignatureValue>
<KeyInfo>
<wsse:SecurityTokenReference xmlns="">
<wsse:Reference URI="#SecurityToken-192f1eb9-6c10-482c-8719-
76754a128e84" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3"/>
</wsse:SecurityTokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</soapenv:Header>
<soapenv:Body xml:id="Body-89bd1994-b8b8-4b7b-a58b-593dcfd671a5">
<cor:uploadFilein>
<mod:RequestHeader>
<mod:Senderld>061133</mod:Senderld>
<mod:Requestld>33</mod:Requestld>
<mod:Timestamp>2021-12-17T09:30:47Z</mod: Timestamp>
<mod:Language>EN</mod:Language>
<mod:UserAgent>CustomerSoftwareld</mod:UserAgent>
<mod:Receiverld>DABAFIHH</mod:Receiverld>
</mod:RequestHeader>
<mod:ApplicationRequest>PHhIbmM6RWS5jcniwdGVkRGFOYSBUeXBIPSJodHRwOIi8vd 3d 3LnczLm9y
Zy8yMD AxLzAOL3htbGVuYyNFbGVtZW50IiB4bWxuczp4ZW5jPS JodHRwOIi8vd3d3LnczLm9yZy8yMDAXLz
AO0L3htb GVuYyMiPjx4ZW5j0kVuY3J5cHRpb25NZXRob2QgQWxnb3JpdGhtP SJodHRwOIi8vd3d3LnczLm9y
Zy8yMD AXLzAOL3htbGVuYyNhZXMyNTYtY2Jjli8+P GRzaWc6S2V5SWsmbyB4bWxuczpkc2InPS JodHRwOI
8vd3d3LnczLm9yZy8yMD AwL zA5L 3htbGRzaWcjlj48eGVuYzpFbmNyeX BOZWRLZ Xk +PHhIbmM6RWS5jcn iw
dGlvbk1ldGhvZCBBbGdvcml0aG09ImhOdHAG6LY93d3cudzMub3InLziwMDEVMDQveG1sZW5j13JzY SOxXzU
iLz48ZHNpZzp LZXIJbmZvPjxkc2InOlg1MDIEYXRhPjxkc2inOlg1MDIDZXJ0aWZpY 2FOZT5NSUIEeVRD QOF
yR2dBdOICQWdJSO5EUTBORFF6TURBA01gQUSCZ2txaGtpRzIBMEIBUXNGQURDQNhERVFNQTRHQTF
VRUF4TUhSRUp IVWs5UFZERUXNQWtHQTFVRUJOTUNSRXN4RXpBUkJINTIZCQWNUQ2tOdmNHVNVhR
0ZuWIc0eEVEQUICZ0O5WQKFnVEIwUmxibTFoY21zeEdgQVICZ05WOKFWEVVUmMhibk5yWINCOQ1IXNXJJ
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RWR5YjNWd01Sb3dHQVIEVIFRTEVARKVZVzV6YTIVZ1FtRnVheUJIY 205MWNERVINQIHQTFVRUJISTV
BOakV4TWpZeU1qZ3hNVE13TURBeE1Ra3dCd1IEVIFRRUV3QXhDVEFIQmdOVkIDb1RBREVKTUFjROE
xVUVEQK1BTVFrd0JI3WURWUVFSRXdBdOhoYOSNRGt4TURNA01USXdANREF3V2hjTKIURXhNRE13TVR]
d01EQXdXakNCeFRFUk1BOEdBMVVFQXhNSVJFSKkhRMUpaVUZReEN6QUpCZ05WQkFZVEFrUkxNUkK1
3RVFZRFZRUUNFd3BEY]NCbGJtaGhaMIZ1TVJIBdORNWURWUVFIRXdKRVpXNXRZWE py TV Jvd0dBWUR
WUVFLRXhGRVIXNXphMIVNUW1GdWF5QkhjbTkx YORFYU1CZ0dBMVVFQ3hNUIJHRNVjMnRsSUVKaGJt
€c2d SMOp2ZFhBeEdEQVACZ05WQKFVVERBWXhNVEky TWp INESEUXpNREF3TWpFSk1BYOdBMVVFQKJ
NQU1Ra3d Cd1IEVIFRcUV3QXhDVEFIQmdOVkIBd1RBREVKTUFROEXVUVFUk1BTUIHZE1BMEdDU3FH
UOIIMORRRUJBUVVBQTRHTEFEQO0JodOtCZ1FD cGFIMNROYKNtUFJuaTcOdDRWWHB6VXdzVWRSQmVhe
IBwY 2haSGpuK0OhCcGZRQUg2NmtDek9jeExIT3JMNzFDRIIJajZCNFdycVhaeDRTVWxKUXBLATY 3dINoNV
pzTHISWFBabmIDbytEdFgyek9ZR0OVpZ 3pxNmhJeWxSNVhLblhrwWmzZKU3hvL1RnR1gzcmtMeEY2Y2JhUD
ZteE43TGNDdjlkVWorzZVJubmdRS UJBNk5B TUQOdOVRWURWUBPQkFVRUNFUKNSME5STV1ZCVU1Ca0d
BMVVkSXdRUO1CQOFEcOXHeE1QMjlzTDI5L1gzOWNY RU1BNEdBMVVKRHAFQiI93UUVBAOIFTURBTkJna
3Foa2lHOXcwQkFRc0ZBQUIDQVFFQUQ4AK0IwbkOvSzEWbTVpS080QIRjdkdpNzd vU3Awc3VsNXVOUDZa
RkV2ZXVxamxNeDR4eGgrMVNWUINNWFF0dG QOO S8WOEJIVUIhWXJIJanZQK2RKVDVKNKQrvWVGUI
NgRTZtZXZqUkUxcXFJcENzSGODV 1ZFOVdraXVGM1FMYW91RDIQS DVGUHNINTNRY MRkNFIwK3ZJS0
RWWVFicGMxMkE4dOFFdThoa25ncXhOMi9FcGQ4dS8zTFFnc1RtWTZtbjVIazJFRk5INmM8yZFFhNTAzZRH
B6am9YR1VSSUZPb0OFhV0I3WIVKaGU3bnhHMVhgbjFPbnROcmVWUDZ0dONUckc4SWIOMZkd LRGtMVIEz
Rys3dkFxWGdCKOp3RkxVb1VMUMF3MGVJU1BNRTduTWt6MGxhMGx1K2FKbGFIUkpacS9GOWVNaORY
RnNFSUO1HSEhOVWgenJRUTO9P C9kc2InOlg1MDIDZXJ0aWZpY2F0ZT48L2RzaWc6WDUwWOURhdGE+P
C9kc2InOktleUluZm8+PHhlbmM6Q2lwaGVyRGFOY T48eGVuYzp DaXBoZ XJWYWx1ZT5CY XhDSXUyWE Vt
WHJD SEdmQUINSC8vWGxmalF5UXIzZNnIQUMROUTc4AUTQVMjhTQ2k3SIh1S2hxNO9EWFh50Wo0b DRV
U0d0oY09TcTVsSULQUFE3SnVnVKNRaVhaVkRCVEVLNIRGN3VNLONQUIIjbOFmb3ZyMkw4QTBtelk3MDRO
YzhDMVZlaXRaUDcyZVZrOUs4aFN3ZTRXK25QaS8wUIV SaUxoMHBhcVNQdjg9PC94ZW5jOkNpcGhliclzh
bHVIPjwveGVuYzpDaXxXBoZXJEYXRhPjwveGVuY zpFbmNyeXB0ZWRLZXk+PC9kc2InOktleUluZm8+PHhlb
MM6Q2lwaGVyRGF0OYT48eGVuYzpDaXBoZXIWYWx1ZT5MY3pPcHIrb HQ2bXV3dGF SmdyMk9mdINMczZ
KMXV5bUZaR28xT2x3NExveGOhWjhZdk MvZmOwa04x OEViQUxtZU8xS2p0cTZ2VWp3MEc4SFIgaGlLanR
OUmpJSTIWbkRoTndZMGQOcWUOQINON]jNIbFFBZzZabTNmd003MjdyV Ss1WC9SZy9wSE9qUD ZwamF
PenR1STZEYO000Y 1YzZmtBTnBGaGRFekhQWIQ5ek9ETOF6YOwyRDdFam5hLOpnS1INybEVOdEZscWd3N
G1BOVBO0c3UrQndWQnprQzA2U3N3VXRSTG9ZYNB1TzZZL 2RqMjc2S1Era05Nd1EzZ2FKTUVNZGOxcDBz
RStkU0s2V1UOWHhrNTMzZkcla21wRU9zWEtjbk 1BanJIT25KdFVIUXRiamFLM2Vud2xIRjZpNE wQOIvZmF
gYO0QyUFZBVmMdIRXpxQ29DRmMN1cEczVWIVROEzZNXRBRTZ0emhjRHNzVUNEaWhFV2NUVINZVFMMWo
WR2RDY XhHUTBRAHRhZWRYTVU30UZoUXg3M2NjcFUOWNUOKZzIINEVgRTRkanZMUXBJckdVRNnh3Z014
NDI5Y0Jzd mkrSVYvVG9haEZ3QXNwTHk3dIZaTUh6 ThRGem5uVGxUTFZ1ZVRMZmMROZXZOTXdaUGtKc
FIwWSUEOZIImcDMwY2pEY 2JgRmkvdIRSRmMJJR3IzMnRIZHh4MOJPWkV XOThFeHBY TFZoRGd2SDhMNzF
5MDJaMVIBTCtRTDZXTFZrcDhXWnIROS9nSEo1dTVHZ1BiZFdsNWhKb2w3dTVOaHRGAUROUK95aStQT
DhOUXZLeXFaalRoNVFWY nFBbjVBK2QxMEdgeW4vZ0JHbUpvRkxRbHFgMOpCamJaNktYYU9QSy8xSE
MrMTkrNUZmQ1NmMNnB0eGO04R|ISMXVNMzhEdHUVSIBVN1RKM3h1a2tiUlpZUGxQbTFKZnIKRGFISIYrcH
IvMGVUNHNDMGhDcFRIeXJzZWHpCbIRy TG5tOHFnbkkrMktLK 2hFY 01kQzRxSVdZeGJIReEVOalNCNXlaw
DdITXUrb ThndDNzYnZoT20zOXUyK09HK2FLKzkwalVuT3ZMY TIqUGLLSWwW5SWEzTXRZemdgbFdZSk1
GQzdacWdwUNRNLOdCcKFrYjRxUOIzb TIVIRYS3NwYzBXT3BaWTZHY1Y 2WFcx121zZ CtON3 ZXUUWQItD
cHhZTEJXNVJHazU3TTNzY 2g xeGFIbWwxVW4ycVNaQWHxIY S85SjY1QIZkMG1SaDR1ZzNpaWRWdIEZIW
UFickMzQWNyNEM3WmIraVI2MW5L WEIpekwzRWk 1cGZPcHo3YWNpTVk2dDBxQ3hjMIIQajR4WUtWd U9
FUHgzUFNDaEVOTStQIpYMWXWY k52cCIncTI4YmdDWXZIemtnYmexQWx VZitCNnhPVIZ6¢czF3SnVOM
k1ldnJtVDVMbINuUMU1HaVBzMFVWTDR2VTIYT043QjBMN090dis4SVBY LOMyb1NTanZCS1h4Ykg3RFFEN
TNMWTVON2INcHZyd EFhVzI5cC9ySW5BYm9zN3R5SGpBRXAxeEUS5bVdISk96VjcOVnpydDVIaGs1dU9xY
zkONm4rWERuUR21RMDVOSUIgSW50QnhIWFVDYOVoNTRhTXBO0SjdZNjBCTmMIHSULEUWpVRXVXUOpZZ
EpHeHFVvYjA4Z3IrNVB5UJEORUIFOWNGS2kvZnpsdiR1enp4RDBwAXFZQnZnNIRyeVBOWVJIpN2s4Nk42Z|
ROOU4wY UhHeWhZL250VWcxcendhZ2xwRThhdkFtRE ZIQj1zazZRINNZUMXc40OEdxeUpCaHRvbGZOVHdnN
WDJjVGpjbjdBTUdkRytzZWXdnSmF3VKRpU09GUIB1WhVKaXIEUzd 6d2J4Wm 13WIE3MjhHNHJIKOVFEaFc2
U3R5MXcybzVxL2RZdjJiSOhHaDhZbONMbOc 1RFZoTUp2TnJjUk9aczB4RHNKelVRaVhDMWZ4Tm91WIZR
jUSOHCc2N2d MWNnZTNFhOY 1VVZUI2UKkNoM TNONjZsaFZvUE dZZHFFSE J2V3IpaVZYbHVSmJIY kJKOGtza
NhMM242WTVtcjAXRDILNXFKQWIRMDI3QVRFL282bXY 3U3BCQ2EYyOE9QMGIIajg3h283SnBjVmdrSDVi
ZG9XOHBSNEVYY1BnbVZkTzewTWgzTjAzSHNCcINDYOdRWGFnNQThmKOhod3JucnZWTE NRREVaNStB
czBsb DRFVFRvTIQUS GhHMKRUYUI4ZkZWWk40YU02eW95SmVubONmMNk4vSXZsSi9pWHo1INUtXMkFoZ
3IMNKITTXFuzZkZoRVVSclVJdjIBcCO9nanQy YjVtVEh2Kytn TTd XQWFWRTB6QKROR3NQY mFrZWNOVINEV
kpjZzFFZmFvNEWAWGV3N3c3LOU3IMXIGOEAXTzFxd3ZLVzIwZ1JI6 TD ZhekpaajhqRFZabW5IWTNnc 11Qck
Q1Y3BReHZFMS82dDczd VQOUHVKRDhBQVF1V05hMIpaZ0QxbTZy MFZINEJDbXZERWVKZGNLCmMRNY
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mdsdDR1RIVGWFI2OXgWWWY 4STZSb3N5ekpYcUpUQ21Ba0V3UUFWUEJ3bES0LzRtaVBlaVNISIdWMjg0
cUl4L3gzMTIVVNR1YTdjNM1GZEVMUzISazlyMOhSVTR6c XM3Z22RDczlUM3A5¢c DIpNGRINDIrczJBalZyNk
VDWUVsOVZETTIIREZzaHI4AWnJEVUNCWIBGcjFLbnhiNDBwWROI0d 2Joe TRVNESMV nIzZINTMIJIRXNrSXA
2SlloY UFLNUFHRO1xbINy UVQ4dWdPbDRrcldXbWJvLOZiQldxMmtuQV M5LzdicE9ZSE9XVHEYM2RLT3dW
TOOOTVZKVGIXCKRITXNmMOUhOdIp6dkNwckxJRGRFTWRFYUZXSWgxbGdQMk8y Qkd6ZUROcFdhROcxbH
h3NOg5aGdaR2sxbENNSFhSWHdA2R25LVUZLUWhACbIZxaX kKSVEp5M1dZbmYxOGJIQRNIVLIE3QjZuditpRjJ
EMFprZGExXMEhGdOkyMFpnWWIzcFpOakxkelVHOXdKT28xaWo1lWkVDUIpDZTh2TzB6R2xZelJTTCOITElY
UFZjV3FaS1IinbHBMVzd5R0JkdDVRROt6 TIBpM1d3MjNKZEVDcWFyKzZ4SIFYZG1RRKIEWmMA6Nk9ZMnc5
bEpaOXhVdGInMHFNVINCM1IzREZsOXdNNHovS GIJLUTFnKOVKRW5YV0JOV0ZWbWInenB6VjZuRORSh
UVIiNIJQRzF2bmFabmRYbnJZci9yc1JDcU0wVzB2Q2hrRjdDbXpwWWDUHFWRWNLANEvc2tCVOIUT1IFd
ENUQmMZzb XJaQUtodDdCckdSZVNaalp6U0ZoSXNKM212UnV6MFJaakhPSnIJFTDJIMYIgzT1R1Y mZMLOJ
BSX02z2xLdWZTLzRmdnROcnpPZzVVBVOFROHVIRiI9KaUprY XNVcWFnalhtZzVnak FkOHFTQOmMtmMFY 5¢;ji3
cVFMM1poZEhXZ2xzNXIJZE1yTm50N2ZRc2hzbGhaYzVY TTd4QVIKRHVUOVoxMKRVK 3pJY3pEeD FHOThE
V0d TVkpnaDVGVUx4emwxalhhcEJKRFICSzI3WXBiMnVNcTV CQXovbk5SNONka3RFAGVTTE4AXWGFOL3
ZSYnp5TIU1ckthRDV3VMFrQORIYmJIvSXBZOUFEOUIVQXIZajAWOEthZTI6 SXNCcWS5KNGhSVTIIS0ZzZWU
JWY0g5MStSZk 2tVS9Cb0OhZ Zkw2dUdCTHhHU29FK3J5QIVOMVICWDIV QkgOR2FHc2IGUTIFcGkOcFIQUF
dkNjI6SGhxRzd 1QUh1bGFKTGNV SjZnWU9Yb292WIQ5S 2xPa2ZEZW1QdkpZe U9GWHp5K 3VPejMwSGgv
YkVGNjNna25JMUZWY 1kwZ0pyRnI3MUFTU2JkVWwrSDBZUHdY NnYOK1pOMjd1S3lyVV0dSSGVqUIBrTUt
OTnArVmRuUTy9Y QWdIbjZFRnNd1INOXUMnpVd2JONER2amVLYTIRM0s1ZWtoVmRyQXUvTHhg SWFHVGJIm
SORgMGg2cDNISFNvWHFpdES5BaUNXcFRTQXR2Q3BINNI5UmxkWkxvOG1sMTgvQkpYaWJDZUS5DY3hE
SjFiNEpMemtleWJoR1IzMUFNQTZEZUhuLzArYzFMNS9sZ3RhRHNNbjRpV21Tc TZnSzB CUmMIpNWZsWHF
WcGxUTVNVUORhNDNVMmMJEdkZiand20GJCWk1yWjBwUKJOZ2QwT1ZPdzFObnlvv1dUS3BsTzI0d INaR
G1SKzBZOXhjNGVBejk0ZWhuTHd2SHU4UHFJb3Y1NHc3cnNUM3JIJWXNRUO52WVBIWDISQ1IiIRFNKbTF
USUx2Yk9sS3RFa3dLNVZzY Xdha3NPRmI3clcwVEpqa282MFB1YINQRWc2alZZaEWNKNIdXpEN1I3cm9Y
WitVOC83MDZzyczF2QnY5ZVdsdjihzK2JUdUtRVW1GUWkwZ TNo OHJdUVHVsUzFIRXd5eGtlamE1aUd 2RT
RNZTcraEdaSIhOelFRZ3ICb3hsZFhHbVJI5RmMVId29mOHk2VIRWSXRPUOdBSIdJVmx6WnRXMOUyajc2WC
sVNUIVWG95Zmt4bXZvWFImdTBQOEwrazMwYkRGNIcweC84MEIzQ3Y 1dUN4SnA3NIINQUhKRWZtZ2R
ULORg TnpvTzR5MTIUNIJIUi8vYVJAZEVFdHpYbDNybDESY WIXdXFvZjNjTkwxVOpvT1ZqZEZNdU83N3pJ
WHNUdVVmSm1ZenAxditNNFhCcko4aGxwek9kTzFtMVhVMOJIWE 04 T1krOGtscFhyTOFYRS9MSKFWjdHT
UVJdVBmMSFBVM3FOMEdpSTFaUWdDZG1v SDdiclhSLONXOWhFAW04ZXVjYVIscW95UUhvQ2hValJ5aldh
NmVaOG1VUzY2ZmRrbWdyWTh5UDhNWEYME 1UUGdFdkdaalkwVTIKdWx3bTZ4Q1crSGs3VnNsbExsN
kJIQ2pISHpPIRCI9sOUIlidmIx Yy9McnNRMWgxUEdy RGhvZWIISnFpbnB 1ROMvM 3d3akR6dnFBRNcvRGM5M
S81lajdEVitYdEhtaGxvV3V3VWs5UmM5Z05pOTAzSHRIVERUA2hETWprVVFaZmw0cXBmVy800UM2V TV
CawtSQytCWVIIVjVHR296221MMBTMHNXeGJIVYUV1SmZTNOp ZNGW3WHRFTjVacUx YcVYXNWZ2QXN
VQ2Z1VVYrSOIFZ3VRd28wbnZEU25kWVAYRE1X QX VIZGpgaklhQ3BKS DJpZIBFANNXMWIpblds SIJzZNmhG
azVxSVUxcFEOdkJUT2d3S09BOWZLcVIITVRCL2EOYWErQOpub1ZMZVeya3dzTkk2MUSGZUJIvQzMrUGF
47TY 3b0IRUXBVSjIBRG96ejRMCEZ6CcE8y UnU3ZkxvNGpSVIE9PTwveGVuYzpDaXBoZXIWYWx1ZT48L3h
IbmM60Q2lwaGVyRGFOY T48L3hIbmM6RWS5jcnlwd GVKRGFOY T4=</mod:ApplicationRequest>
</cor:uploadFilein>

</soapenv:Body>

</soapenv:Envelope>

The XML examples are distributed along with this document.

Appendix B: Web service URL

The URL of the web service is:

https://businessws.danskebank.com/financialservice/edifileservice.asmx

It is not possible to fetch the web service wsdl by appending ‘?wsdl’ to the URL. Instead, the wsdl must be
retrieved from the bank homepage.
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