
Web Services Root Certificate renewal 
 -Step-by-step guide 

Introduction 
This document describes how customers and system providers utilizing 
Web Services can handle the task of moving to the new certificate 
hierarchy. 

It is a general document covering actions to do and in what order. It does 
not take into consideration implementation details of the customer system. 

Intended audience and purpose 
The purpose of this guide is to inform customers and system providers of 
the steps to take when migrating their Web Services integration to utilize 
the new certificates. 

The intended audience is technical personnel responsible for updating the 
certificates in the customers Web Services client.  

Information about the new certificates 
Routinely (every two years) the bank signing (DPSIGN) and encryption 
(DPCRYPT) certificates are renewed. Similarly, the customer signing and 
encryption certificates are renewed every two years. 

These certificates are part of a hierarchy of certificates. The diagram below 
visualizes this certificate hierarchy: 

                                                           
1 The decision to increase the key length is based on recommendations from security experts at NIST 
and various governments. See the following link for more information: https://www.keylength.com/ 

 

The arrows in the diagram indicate ‘signed by’ relations. The DBGROOT 
certificate is self-signed. 

The old DBGROOT and intermediate CA certificates 
(DBGSWFI/DBGSWDK/DBGSWSE/DBGSWNO/DBGHWFI/DBGHWDK/D
BGHWSE/DBGHWNO) are valid from 2010 to 2020.  

We have created a new certificate hierarchy similar to the existing one. In 
the new certificate hierarchy, the DBGROOT and intermediate CA’s are 
valid until 2038.  

Due to increased security requirements, we are increasing the key length of 
the DBGROOT and intermediate CA’s to 4096 bit RSA1. The DPSIGN, 
DPCRYPT and customer certificates will remain 2048 bit RSA. In the old 
certificate hierarchy, all the certificates were based on 2048 bit RSA. 

Software based on very old crypto libraries may not support 4096 bit RSA 
keys.  

Since the DBGROOT and intermediate CA certificates are exclusively used 
to sign other certificates, the scenarios in which customer software can 
potentially fail if it does not support 4096 bit keys is limited to cases in 
which certificate chain validation is performed. The extent of use of 
certificate chain validation in customer software depends on the actual 
implementation, but it can happen when: 

https://www.keylength.com/


 The software verifies a signature on a response received from 
the bank. This happens in every business call to EDI Web 
Services as well as every call to PKI Web Services. 

 The software fetches new bank certificates 
(GetBankCertificates operation on PKI Web Services). 

 The software creates new customer certificates 
(RenewCertificate and CreateCertificate operations on PKI 
Web Services). 

Getting new certificates 
The new DBGROOT certificate can be fetched by calling the 

GetBankCertificate operation on the PKI Web Services from Web Services 

client software. This is the same operation which is used to fetch new 

DPSIGN and DPCRYPT certificates when they are renewed 

Along with the new DBGROOT certificate, the response also contains the 

DPSIGN and DPCRYPT certificates under the new DBGROOT.  

As stated above, the new DBGROOT certificate is not (in itself) signed by 

any pre-existing certificate. However, the XML response containing the 

certificate is signed with the DPSIGN certificate issued under the old 

DBGROOT. Your software should already have trust in either the old 

DBGROOT, the old DPSIGN, or both. This means that after validating the 

signature on the XML response, you (the Web Services client software) 

knows that the new DBGROOT certificate was received from Danske 

Bank. 

The customer signing and encryption certificates are created by calling 

the RenewCertificates operation. The software needs to create RSA key 

pairs before making the call. The response from the Web Service contains 

signing and encryption certificates as well as the intermediate CA 

certificate which signed them. 

The interface and intended use of the PKI Web Services is described in 

more detail in the PKI service documentation, which can be found here: 

https://online.danskebank.com/pki/ 

Guide to migrate to the new certificates 
 
In the event that something goes wrong while executing one of the 
steps, you should abandon the step-by-step guide and proceed to the 
‘How to recover if errors occur section’. 
 

1. If possible: Verify that you system supports the 4096 bit 
RSA keys used in the new certificates. The current keys used 
are based on a key length of 2048 bit. This will depend on the 
cryptographic library used in the software. You may need to 
consult the software documentation for this. All 
contemporary cryptographic libraries support 4096 bit RSA 
keys. 
 

2. It is important that you make a backup of the security 
configuration of the Web Services client before getting 
started. The certificates that needs to be updated are 
DBGROOT, DPSIGN, DPCRYPT, intermediate CA certificate 
(DBGSWFI, DBGSWDK, DBGSWNO, DBGSWSE, DBGHWFI, 
DBGHWDK, DBGHWNO or DBGHWSE) and your signing and 
encryption certificates. Your system might not have all of 
these certificates installed as this depends on the details of 
your system.  

Please make sure you know where the certificates are 
installed, so that you can reinstall them in case this is 
necessary. It should not be necessary to back up other 
certificates (such as trusted TLS certificate authorities), 
since they are not affected by the change. 
 

https://online.danskebank.com/pki/


3. It is very important that you contact Danske Bank Integration 
Services (please turn to page 4 for more details) if you renew 
the certificate before March 2019. This to make sure that 
the userid used in your Web Services client is registered in 
to access the new certificates before you make the renewal. 
You should not proceed with the rest of the steps until you 
have confirmation that this is the case.  
 

4. Make a call to GetBankCertificates on the PKI service. This 
call fetches new versions of DBGROOT, DPSIGN and 
DPCRYPT. Depending on the implementation of the Web 
Services client in your system, the software may 
automatically install the new certificates - otherwise you may 
have to do this manually. You should do what is needed to 
install the new certificates in your system. 
 

5. Verify that your system is still working by calling the 
operation DownloadFileList on EDI Web Services. Any other 
operation on EDI Web Services (DownloadFile or UploadFile) 
can also be used to make the verification. 
 

6. Make a call to RenewCertificate on the PKI service. This call 
will create new customer certificates and fetch the 
intermediate CA certificate relevant for your customer 
certificates. Depending on the implementation of the Web 
Services client in your system, the software may 
automatically install the new certificates - otherwise this 
must be done manually. You should do what is needed to 
install the new certificates in your system. 
 

7. Verify that your system is still working by calling the 
operation DownloadFileList on EDI Web Services. Any other 
operation on EDI Web Services (DownloadFile or UploadFile) 
can also be used to make the test. 

When you have completed this list, you have successfully migrated 
to the new certificates. 

  



How to recover if errors occur 
 
If your system fails in any of these steps, two things may be at fault: 

 Your system does not support the 4096 bit RSA keys used 
in the new certificates. 

 The part of the system that installs the new root certificate 
after calling GetBankCertificates, does not work. 

You need to inspect the logs from the Web Services client in order 
to figure out what the error is. 

What you should do in order to recover your system is described in 
the next sections. 

If a problem was found in step 4 or step 6 but your system is still 
working (EDI Web Services call works): 

This can happen if your system reports an error during the calls to 
the PKI service. 

a. Call Danske Bank Integration Services and inform them that 
you have problems using the Web Services with the updated 
certificate hierarchy. They will configure the bank systems to 
only use the old certificate hierarchy for calls made from 
your userid. 

b. You should double check that everything in your system is 
working as usual. 

c. Proceed to the section ‘Update your system’. 

If your system failed in step 5 in the step-by-step guide: 

a. Call Danske Bank Integration Services and inform them that 
you have problems using the Web Services with the updated 
certificate hierarchy. They will configure the bank systems to 
use the old certificate hierarchy for calls made from your 
userid. 

b. Make a call to GetBankCertificates on the PKI service. This 
should fetch the old bank certificates to your system. 
Depending on the implementation of your system, your 
software may automatically install the certificates- otherwise 
this must be done manually. You should do what is needed to 
install the certificates in your system. 

c. Verify that your system is working by calling the operation 
DownloadFileList on EDI Web Services. Any other operation 
on EDI Web Services (DownloadFile or UploadFile) can also 
be used to make the test. 

d. In rare cases there may still be a problem preventing the 
system from working. In that case install the backup made in 
step 2 in the step-by-step guide 

e. You should double check that everything in your system is 
working as usual. 

f. Proceed to the section ‘Update your system’. 

If your system failed in step 7 of the step-by-step guide: 

a. Call Danske Bank Integration Services and inform them that 
you have problems using the Web Services with the updated 
certificate hierarchy. They will configure the bank systems to 
only use the old certificate hierarchy for calls made from 
your userid. 

b. Install the backup made in step 2 in the step-by-step guide. 
c. Verify that your system is working by calling the operation 

DownloadFileList on EDI Web Services. Any other operation 
on EDI Web Services (DownloadFile or UploadFile) can also 
be used to make the test. 

d. Proceed to the section ‘Update your system’. 

  



Update your system 
 
In case you cannot make your system work with the new certificates 
due to the key length - please update your software to a version that 
supports 4096 bit RSA keys.  

The old certificates expire in October 2020, so if you wish to keep 
using Danske Bank Web Services this is the deadline for updating 
the software. Danske Bank recommends making the update well 
ahead of October 2020 in order not to miss the deadline and secure 
that your banking processes run smoothly. The deadline of October 
2020 is a technical deadline dictated by the expiry of the old 
certificates and it can therefore not be extended. 

In case you need to update your system in order to make the new 
certificates work, Danske Bank kindly asks that you update the 
‘SoftwareID’ field used by your Web Service client in communication 
with the EDI Web Services.  

Integration Services contact information 
If you have any questions regarding the Web Services certificate 
update, please contact Integration Services support.  

Country Email Phone 

Denmark integration-services@danskebank.dk 
 

Customer Support  
 

Finland integration-services@danskebank.fi Customer Support  
 

Norge Integration-services@danskebank.no Customer Support  
 

Sweden integration-services@danskebank.se Customer Support  
 

 

mailto:integration-services@danskebank.dk
https://www.danskebank.com/en-uk/ci/Products-Services/Transaction-Services/Online-Services/support/Pages/Customer-Support.aspx
mailto:integration-services@danskebank.fi
https://www.danskebank.com/en-uk/ci/Products-Services/Transaction-Services/Online-Services/support/Pages/Customer-Support.aspx
https://www.danskebank.com/en-uk/ci/Products-Services/Transaction-Services/Online-Services/support/Pages/Customer-Support.aspx
https://www.danskebank.com/en-uk/ci/Products-Services/Transaction-Services/Online-Services/support/Pages/Customer-Support.aspx

